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(MEANWHILE YOU CAN, TRY IT.)

La experiencia es, sin ninguna duda, el primer
producto surgido de nuestro entendimiento al
elaborar éste la materia bruta de las impresio-
nes sensibles. Por ello mismo es la primera
ensefanza y constituye, en su desarrollo, una
fuente tan inogatable de informaciones nuevas,
que nunca faltara la concatenacion entre todos
los nuevos conocimientos que se produzcan
en el futuro y que puedan reunirse sobre esta
base. Sin embargo, nuestro entendimiento no
se reduce al unico terreno de la experiencia.
Aunque ésta nos dice qué es lo que existe, no
nos dice que tenga que ser necesariamente asi
y no de otra forma. Precisamente por eso no
nos da la verdadera universalidad, y la razén,
tan deseosa de este tipo de conocimientos,
mas que satisfecha, queda incitada por la
experiencia.

IMMANUEL KANT
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Structured abstract

Background: Food Traceability Systems (FTS) has found on loT a powerful tool for gua-
ranteeing the track of products or raw materials in any production stage, because it is
highly interoperable, scalable, open, and ubiquitous. 10T has become an adaptable tech-
nology to any context for collecting and transmitting data, whether to analyze or to inform
the stakeholders. Moreover, its main purpose is to keep the customer informed about the
innocuity and quality of the product with transparent data. FTS has security mechanisms
for production processes, with different security levels that give high or low reliability ac-
cording to the technology used. Those low levels extend the opportunities to commit fraud
or to ignore security issues on loT-based production chain. The reasons above allow con-
cluding that, until today, there is an information system in the FTS, but it is not a completely
secure system. For this reason, it is necessary to search and sort these security issues.
Since emerging technologies as Blockchain can solve the majority of security problems
present on loT ecosystems through Blockchain-loT BloT architectures.

Aims: This thesis aims to design and development a BloT-Sensor (BloTS) that provides
data transparency and integrity in the storage and transmission information process wit-
hout needing an intermediary device (Hub) in the transport layer within 10T architecture.
This new BloTS has the specific capabilities to act as a primary source of reliability and
certification in FTS based on the BloT architecture. Moreover, it will have the capacity to
participate as a Miner within the Blockchain network.

Methods: To achieve the objective of this thesis, we used the methodology of scientific
documentary research and the technological development process. First, we present the
summary of the bibliometric analysis that provides a scientific overview of the information
technology-based STFs (The complete bibliometric analysis is attached in the appen-
dix). In the scientific research methodology stage, we identify the main research areas,
research gaps, and research opportunities that lead to the research question and the for-
mal statement of objectives. In the solution approach stage, we present the description of
the Blockchain architecture and a conventional loT sensor; in this process, we identify the
security requirements of both parts to match the architectures and achieve a new device
called BloTS. Finally, we present a method of hardware development, validation, and eva-
luation regarding the security of the Blockchain-based BloTS device in an loT ecosystem.



Results: Through this process, we have defined the 10T ecosystem’s necessities in terms
of security and the implications that have the development of new (BloTS) (Blockchain-
loT-Sensor-of-Traceability-Systems) inside of FTS. We analyze BloTS behavior to gua-
rantee the traceability of products transparently throughout the supply chain and, second,
guarantee the traceability of data in food security matters. The BloTS modules that adapt
to the Blockchain architecture (cryptography and consensus algorithms) were developed
on an FPGA (Field-Programmable Gate Array). The peripheral modules were implemen-
ted with analog electronics and embedded devices. The BloTS, thanks to its architectural
elements, is a hardware device capable of participating as a miner in a Blockchain net-
work.

Conclusions: New BloTS designed can solve some high, intermediate, and low-level se-
curity issues into the FTS. The sensor designed its novel and integrate two disruptive
technologies (Blockchain and loT) for solving security issues on food safety. In this case,
BloTS was designed for the agriculture domain, where the security issues in the supply
chain are frequent and affect the health of many people. The BloTS device maintained
a continuous, unmediated connection to the Blockchain network hosted at the propo-
sed Blockchain-IoT architecture application layer. 110 bytes of data were transmitted at a
transaction rate per second of 0.99 and with a maximum latency of 0.10 seconds.

Keywords: Food Traceability System, loT, Blockchain, 10T Security, Food Safety.
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Resumen Estructurado

Antecedentes: Los sistemas de trazabilidad de alimentos (FTS, siglas en inglés) han
encontrado en el internet de las cosas (loT), una poderosa herramienta para garantizar
el seguimiento de los productos o a las materias primas en cualquier etapa de produc-
cidn, porque es altamente interoperable, escalable, abierta y ubicua. IoT se ha conver-
tido en una tecnologia adaptable a cualquier contexto para recopilar y transmitir datos,
ya sea para analizarlos o para informar a los interesados. Ademas, su principal objetivo
es mantener al cliente informado sobre la inocuidad y la calidad del producto con datos
transparentes.

Los FTS cuentan con mecanismos o elementos de seguridad para los procesos de pro-
duccidn, con diferentes niveles de seguridad que dan una alta o baja fiabilidad segun la
tecnologia utilizada. Esos bajos niveles amplian las oportunidades de cometer fraude o
de ignorar los problemas de seguridad en la cadena de produccion basada en loT. Las
razones anteriores permiten concluir que, hasta hoy, existe un sistema de informacion en
los FTS, pero no son un sistema completamente seguro. Por esta razon, es necesario
buscar y resolver estos problemas de seguridad. Ya que las tecnologias emergentes co-
mo Blockchain pueden resolver la mayoria de los problemas de seguridad presentes en
los ecosistemas de loT a través de las arquitecturas Blockchain-loT BloT.

Objetivos: Esta diseratacion tiene como objetivo disefiar y construir un dispositivo BloT-
Sensor (BloTS) que proporcione integridad y transparencia de datos en el proceso de
almacenamiento y transmision de informacion sin necesidad de un dispositivo interme-
diario (Hub) en la capa de transporte de la arquitectura loT. Este nuevo BloTS tiene las
capacidades especificas para actuar como fuente primaria de fiabilidad y certificacion en
FTS basado en la arquitectura BloT. Ademas, tendra la capacidad de garantizar la parti-
cipacion como Miner en una red Blockchain.

Metodos: Para lograr el objetivo de esta tesis, utilizamos la metodologia de la investiga-
cion cientifica documental y el proceso de desarrollo tecnolégico. Primero, presentamos
el resumen del analisis bibliométrico que brinda un panorama cientifico de los FTS ba-
sados en tecnologias de la informacion (En anexo se presenta el andlisis bibliométrico
completo). En la etapa de la metodologia de la investigacion cientifica, identificamos las
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principales areas de investigacion, las brechas y la oportunidad de investigacién que dan
lugar a la pregunta de investigaciéon y al planteamiento formal de los objetivos. En la
etapa del planteamiento de la solucion, presentamos la descripcion de la arquitectura de
Blockchain y de un sensor lIoT convencional; en este proceso, identificamos los requisitos
de seguridad de ambas partes para hacer coincidir las arquitecturas y lograr un nuevo
dispositivo llamado BloTS. Finalmente, presentamos un proceso de desarrollo hardware,
validacion y evaluacion en términos de seguridad del dispositivo BloTS basado en Block-
chain en un ecosistema loT.

Resultados: En el proceso de diseno e implementacién del BloTS, hemos definido las
necesidades de los ecosistemas de loT en términos de seguridad y las implicaciones que
tiene el desarrollo de nuevos (BloTS) (Blockchain-loT-Sensor-for-Traceability-Systems)
dentro del FTS. El nuevo BloTS se adapta a la arquitectura del FTS para garantizar la
trazabilidad de los productos de forma transparente a lo largo de la cadena de suministro
y garantiza la trazabilidad de los datos en materia de seguridad alimentaria. Los modu-
los de BloTS que se adaptan a la arquitectura de Blockchain (algoritmos de criptografia
y consenso) fueron desarrollados en una FPGA (Field-Programmable Gate Array). Los
maodulos periféricos fueron implementados con electrénica analoga y dispositivos embe-
bidos. BloTS, gracias a sus elementos arquitectonicos, es un dispositivo hardware capaz
de participar como miner en una red Blockchain.

Conclusiones: El nuevo BloTS disenado puede resolver algunos problemas de seguri-
dad de alto, medio y bajo nivel en los FTS. El disefio del sensor es novedoso porque
integrada dos tecnologias disruptivas (Blockchain-loT) para resolver problemas de se-
guridad en la informacion y la comunicacion y ademas en la seguridad alimentaria. En
este caso, el BIoTS se disefd para el dominio de la agricultura, donde los problemas de
seguridad en la cadena de suministro son frecuentes y afectan la calidad y por lo tan-
to, la salud de las personas. El dispositivo BIoTS mantuvo una conexion continua y sin
intermediarios con la red Blockchain alojada en la capa de aplicacion de la arquitectura
Blockchain-loT propuesta. Fueron transmitidos 110 bytes de datos, a una tasa de tran-
saccion por segundo de 0,99 y con una latencia maxima de 0,10 segundos.

Keywords: Sistemas de trazabilidad alimentaria, Internet de las cosas (loT), Blockchain,
Seguridad loT, Seguridad alimentaria.
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1. Introduction

Traceability is defined as the ability to track the movement of food through specific stages
of production, transformation, and distribution [4]. Food Traceability Systems (FTS) con-
sider production processes in two abstract forms. Value Chain (VC) refers to a product’s
earned quality or economic value when it changes at each stage of the process [5]. This
value is perceived by the customer and therefore is specifically designed for that purpose.
Second, Supply Chain (SC) has the unique purpose of assuring safe and quality products
with external stakeholders such as the government, private entities, suppliers, or trade
agreements evaluators. In this chain, the product may or may not suffer transformations
by chain actors [4,6].

FTS enables us to locate, record, and trace products in the manufacture, processing, and
distribution through platforms that offer access to users [7], for instance, Internet of Things
platforms [8]. Such platforms promote quality in production, facilitate the identification of
problems, and improve communication capacity between stakeholders.

Internet of Things (loT) can be defined as a technological paradigm based on Internet
connectivity, where the correlated computing devices, objects, animals, or people, are
identified by Unique Identification (UID). These devices are set to satisfy necessities th-
rough some actions or to provide specific information for decision making in the activities
directed to services supplied by digital or mechanic machines [9, 10].

loT has become an adaptable technology to any context for collecting and transmitting
data, whether to analyze or to inform the stakeholders [11,12]. SC has found in loT a po-
werful tool for guaranteeing the track of products or raw materials in any production stage
because it is highly interoperable, scalable, open, and ubiquitous. Moreover, its primary
purpose is to keep the customer informed about the harmlessness and quality of the pro-
duct with transparent data [13, 14].

Data integrity is a critical security issue within loT ecosystems. To improve the commu-
nication process between peer devices, it might focus on solving data management from
several technological schemes (fog or edge computing), but the transparency of the in-
formation recorded is not always guaranteed. A current 0T system contains multiples
devices with embedded sensors characterized by low power, reduced memory capacity,



and limited processing capabilities. These features allow identifying the origin of signifi-
cant security problems. Nevertheless, any solution concerning IoT devices’ security ca-
pabilities is designed from the software that governs the data management, generally in
the management layer of the system. For this reason, new challenges arise today in the
management of informatic security in communication systems. Food security demands
new concepts of trust, and Blockchain is an obvious choice for further development in this
regard.

Blockchain technology can be defined as a phenomenon from three viewpoints; social,
economic, and technological. Social, because the information transparency concept is
assured through cryptography; economic because the cooperation in a business pro-
cess imposes the idea of crypto-currency and breaks the scheme of the common cu-
rrency [15—17]. Finally, technological because it also breaks the centralized systems con-
cept and imposes distributed systems as a solution to the critical issues of access and
security [18—20].

Blockchain-loT (BloT) can be implemented on an SC in two ways. First, from software
usage, it allows management of the network resources to share the information and reach
the participation of the actors of the SC through the smart contracts [21,22]. The second
way involves the sensor's hardware development to improve the storage and device’s
processing capabilities to act as an active role in the mining process on the blockchain
architecture [16, 20, 22].



2. Chapter 1
Research Proposal

This chapter contains the formal presentation of the dissertation. Identifying the problem
and the analysis of its context gives rise to the research question that will support the con-
tribution of the research work. The review of the scientific literature provides the roadmap
for searching gaps in the proposed solutions and supports the objectives of the disserta-
tion. Conceptual elements to understand the problem, the context, and the purpose of the
research are described from the point of view of scientific research methodology.

2.1. Statement of the problem

The act of assuring safety along the SC has involved defining concepts such as backward-
traceability, referring to the geographic origin and sanitary status of the products or raw
materials used in the production; forward-traceability, meaning the destination the product
will have; and internal-traceability, that relates to the processes of cultivation. Internal-
traceability is generally used in agriculture for phytosanitary, hygiene, and safety evalua-
tion of production [4].

The Short Supply Chain (SSC) refers to short production chains where industrialization
or extensive farming does not intervene; in the context of Colombia, as a developing
country, it does not have the technological maturity level to implement FTS for safeguar-
ding the foodstuff production because the information and communication technologies
in the country do not have any influence in the agricultural production [23]. This situation
makes some countries consider the deployment of cost-effective paths that improve the
competitive level as a food producer as in [24,25]. To that effect, Colombia’s agricultural
production can be seen as a cluster of specific products sorted by region and intended for
local consumption. Generally, the SSC concept can support the traceability systems’ de-
sign for small producers and conduct good practices for mitigating environmental impacts
and ensuring the food product’s safety and quality. As the SC are processes based on the
Internet of Things (loT) systems, the SSC can adopt the same techniques, but according
to new social, economic or socials approaches [26—29].
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In all cases where are implemented loT-based FTS, the sensors are the basis of the sys-
tem. The sensors should ensure the data transparency on the communication process,
from the data collection to the same transmission. Nevertheless, security issues on loT
systems are primarily due to the disability of sensors for providing security on an informa-
tion system.

Theoretically, data transparency on loT-based FTS is defined as the impossibility to co-
rrupt data or reduce information transmission error of active devices (sensors) that in-
tervene on capturing variables [13, 14]. Transparency of the communication processes
in SCs is a critical aspect that now concentrates engineering efforts to overcome issues
and challenges regarding data security. The SC generally is an loT-based scheme due
to the deployment of architectures through the behavior of networks, devices, sensors,
and actuators. Nowadays, these systems assess transparency, privacy, integrity, and re-
dundancy of communication and information. However, unfortunately, on practice, IoT
ecosystems do not fully guarantee such measures [30, 31].

FTS has security mechanisms for production processes, with different security levels that
give high or low reliability according to the technology used [32, 33]. Those low levels
extend the opportunities to commit fraud or to ignore security issues on loT-based pro-
duction chain [34, 35]. The reasons above allow concluding that, until today, there is an
information system in the FTS, but it is not a completely secure system. For this reason,
it is necessary to search and sort these security issues.

According to the most frequent security vulnerabilities in [36] were identified and classi-
fied loT security issues. After summarizing the loT-Systems’ security threats, some works
rank these threats as challenges in the security field and propose a hierarchy of security
issues: i) Low-level security issues highlight the insecure initialization, insecure physi-
cal interface, or jamming adversaries. ii) Intermediate-level security issues highlight the
insecurity of network connectivity between devices, authentication, non-secure communi-
cation on end-to-end transport-level security, and privacy violation on cloud-based loT. iii)
High-level security issues highlight Constrained Application Protocol (CoAP) security with
the internet, insecure interfaces, insecure Software/firmware, and middleware security.

Since emerging technologies as Blockchain can solve the majority of security problems
present on loT ecosystems, this proposal will focus on solving some intermediate-level-
security issues concerning the reliability of end-to-end data transmitted on the loT network
[37]. In this sense, it is an opportunity to enhance the approach of the new Blockchain-
loT (BloT) concept [38]. An loT-Sensor designed according to the security requirements
of Blockchain guarantees the data transparency transmitted from the sensor to the sta-
keholders that take part in the Blockchain-loT-based system.
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loT devises management, control, and security for data protection, a field with open cha-
llenges and opportunities to apply new information techniques and security technologies.
Diverse works predict the potential use of smart contracts (Blockchain) in the supply chain
using Hubs-loT [16—18]. However, the Intermediate-level security issues caused by spe-
cific hardware devices depend on how they act in the cloud as a mining actor in the
Blockchain architecture without needing an intermediary device (Hub) in the fog or edge
layer. [20—22]. Currently, the related works in the area do not reflect the existence of ap-
proaches to improve |loT devices’ specific capabilities to act as main sources of reliability
and certification in FTS based on the BloT architecture.

The BloT application of the SSC concept represents an appropriate technological so-
lution to small agriculture that guarantees data transparency, stakeholders’ participation
and provides a decentralized e-commerce platform for consumers of the safety and qua-
lity food products. Therefore, this proposal focuses on the development of an investigative
process aimed to harmonize a hardware-based BloT solution for FTS, answering the fo-
llowing research question:

How to transmit data from an loT sensor to the Blockchain network in a transparent
way within a short supply chain?

2.2. Motivation

Today, significant safety issues of food have a relation with the harmlessness gained th-
roughout the supply chain. Only through some technologies and techniques used on loT
systems can guarantee total transparency of data and quality products. Almost most of
them lack reliability according to standards of quality. The principal reason is that major
loT devices (Sensors) existing in the 10T ecosystems do not have security features.

One of the issues that motivate this master proposal is improving the data security of the
food traceability systems based on loT ecosystems through Blockchain implementation.
Transparency of the information record guarantees the quality and safety of products that
make part of the productive process. For this reason, this information must be covered
through technologies that allow knowing the product sheet, which means that the data
also is traceable along the supply chain and transmitted reliably to stakeholders.

In the above context, in this master’s thesis, we identified the Sensor as a critical element
in the loT-based FTS. For this reason, we focus on the design of new capabilities to the
Sensor for acting as an element that provides security and transparency in the collection
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and transmitting of data. FTS, based on Blockchain-loT architecture, can solve significant
security problems and avoid security attacks inside the system.

2.3. Objectives

2.3.1. General Objective

To supply, in a transparent way and without intermediaries, sensed data to the Blockchain
network through the implementation of specific security capacities in a BloT network’s
sensor within a short supply chain.

2.3.2. Specific Objectives

To identify the Blockchain architecture security requirements needed to a transpa-
rent communication between an loT sensor and a Blockchain network.

To propose additional storage and processing units to an loT sensor needed for its
integration with a Blockchain architecture.

To design an loT sensor that contains the proposed storage and processing units.

To verify the transparency of data transmitted from the designed loT sensor to a
Blockchain network without deploying intermediaries.

2.4. Contributions

The present master proposal aims to achieve the following contributions:
= An loT-Sensor able to participate as a miner on blockchain archituecture.

= A Blockchain-loT solution for solving security issues on traceability systems (Food
Traceability Systems).

» The first approach to traceability platform based on the 0T concept. The assess-
ment of sensors and actuators into Traceability Systems, one research paper titled
“An loT-Based Traceability System for Greenhouse Seedling Crops” Volume 6, Spe-
cial Issue 2018, and indexed in the JCR Q1. We present the original paper in Ap-
pendix A.

= The core of this master thesis shows a general description of Blockchain-loT Sensor
for Traceability Systems (BloTS) in a scientific paper titled: “Blockchain-loT Sensor
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(BloTS): A solution to loT-Ecosystems Security Issues” The article was accepted in
the journal Sensors, indexed in the JCR Q1. It will be published in the next few days.
We present the original paper in Appendix A.

= Bibliometric Analysis made for searching gaps and research opportunities in food
safety from the information and communications technologies. This work is presen-
ted in an original and extended paper titled: “Visualizing a global panorama of the
food traceability systems through science mapping: Gaps and research opportuni-
ties.” This paper is now evaluating in a scientific journal for possible publishing. We
present the original paper in Appendix A.

2.5. Contents of the Dissertation
This dissertation is divided into five chapters, which we describe as follows:

Chapter 1. Research Proposal:

In this chapter, we present the research proposal according to the guidelines required by
the program. We offer the problem statement, the motivation, the objectives, the scientific
contributions of the research, and the dissertation content summary.

Chapter 2. Bibliometric Analysis:

In this chapter, we present a summary of the Bibliometric Analysis of Food Traceability
Systems in the 2001-2019 period. This analysis allows us to identify referents works, aut-
hors, techniques, and technologies used on traceability Systems. Moreover, we identify
the gaps and research opportunities, and it gives us the contributions opportunity in the
research field.

Chapter 3. Real World Problem:

This chapter describes the Blockchain-loT architecture for identifying basic hardware and
software requirements to deploy communication processes on the loT network with Block-
chain technology. We present loT security issues and challenges, and we contextualize
the motivation scenario with the solution in an overview of Security on The loT-based
Food Traceability Systems. We describe the security issues and how BloTS is a potential
solution.

Chapter 4. Proposal Development:

This chapter presents the design of BloTS-Sensor architecture able to participate in
BlockchainloT-based traceability systems. Build on FPGA all modules present on the
new BloTS device according to requirements of Blockchain architecture. We describe
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the Blockchain and loT Systems architecture (Including the sensors) for identifying secu-
rity and hardware requirements to match both technologies, and we can design a specific
solution at the hardware level. Besides, we present the loT Sensor (BIoTS) evaluation
into the network intended for a Blockchain-loT architecture-based that allows defining the
behavior and assess the integrity of transmitting and recorded data.

Chapter 5. Conclusion and Future Works:

Finally, in this chapter, we present the ins and outs of our loT Sensor (BIoTS) able to
act directly on a Blockchain-loT architecture. This performance considering individual as-
pects relating to Food Traceability Systems, and propose different future works that could
increase the impact of our BloTS device.



3. Chapter 2
Conceptual Framework and Related
Works

In this chapter, we introduce some theoretical concepts and some technologies descrip-
tions to understand this thesis’s purpose. The first part (Background) of this chapter con-
tains ideas and their descriptions as Food Traceability Systems, Internet of Things (loT),
security on loT ecosystems, and Blockchain. The second part (State of the Art) contains
the summary of the bibliometric analysis made to find research opportunities according
to gaps and generalized issues found in our investigation area of interest.

3.1. Background

To offer a general context from the concepts and technological background for developing
this thesis, we present an available description of the main ideas surrounding the Food
Traceability Systems definition Based on Blockchain-loT architecture.

3.1.1. Food Traceability

The global food trade has changed due to outbreaks of diseases transmitted from animals
to humans, such as bird flu, swine flu, or mad cow disease. Consequently, food safety has
become a priority for many countries, citizens, and the food industry [39]. Moreover, the
challenge in agricultural traceability is to limit the use of chemicals in crops and promote
agricultural quality and safety for consumers and value chain actors [40].

The main aim of traceability is to identify the origin of foods, the manufacturing process,
the ingredients used, and most notably, discover the responsible party or parties whene-
ver a product is in some way faulty [41]. Traceability systems enable us to locate, record,
and trace products in the manufacture, processing, and distribution through platforms
that offer access to users [7], for instance, Internet of Things platforms [8]. Such platforms
promote quality in production, facilitate the identification of problems, and improve com-
munication capacity between customers.
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The countries that have established a standard for trading in agri-food products continue
to extend the global production network based on ensuring food quality and safety [42,43].
The technological relationship between food production processes and informatics tech-
nology systems is overcoming connectivity problems. This is especially so when informa-
tion may be accessed from virtually anywhere [44—46]. Traceability systems are characte-
rized by operation in real-time and protect processes against risks and establish a priority
throughout the value chain. These technological processes assure the necessary alerts
in the process for reducing operating costs [46—48]. These systems can be effective,
efficient, and profitable; for instance, they can reduce product losses, improve the identifi-
cation process, and help all logistic processes and distribution operations. Nevertheless,
there are still security issues to overcome [42,43,49].

3.1.2. Internet of Things (loT)

Internet of Things (loT) can be defined as a technological paradigm based on Internet
connectivity, where the correlated computing devices, objects, animals, or people, are
identified by Unique Identification (UID). These devices are set to satisfy necessities th-
rough some actions or to provide specific information for decision making in the efforts
directed to services supplied by digital or mechanic machines [9, 10].

The supply-chain and value-chain established by the diagrams of the record-making, tra-
cing, and tracking of food as a global trading network have a strong relationship with
consumers and are growing new technological paradigms [42, 44, 49]. For instance, the
loT paradigm accommodates the majority of resources available to human service, in this
case, to prevent diseases. The novelty in platforms such as these is the remote access
to information in real-time. In this way, countries’ populations are protected against di-
seases communicable by animals or poisoning products [45, 46,48, 50]. New challenges
arise today in the management of informatics security in communication systems. Food
security demands new concepts of trust, and Blockchain is an obvious choice for further
development.

3.1.3. Security on loT ecosystems

The security of loT ecosystems determines the quality of data linked to the communi-
cations and physical layer. An example of a physical layer is the hardware-implemented.
Data quality can be affected due to various adverse factors such as radio interference,
which can damage the connection for sending or receiving data [51,52]. The mechanism
of initializing or setting loT devices guarantees the privacy of network services [53, 54].
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The physical security of 10T devices depends on software access through physical inter-
faces. Another impacting factor on the usage of loT devices is the energy consumption
and management caused by battery duration on several scenarios where the distance,
tasks, or functions are of high performance [55].

loT architecture requires identifying the hardware devices on the network to guarantee
data transmission with linked nodes. These nodes, many times, are routers or hubs ma-
nagements. Nevertheless, security issues related to the transport layer need identification
and to be matched to other platforms to send packets that can result in denial-of-service,
and this is a genuine threat on loT [56].

On loT management systems, it is vital to authenticate the 10T devices to avoid security
vulnerabilities. Recording of users and devices on an integrated platform help to mini-
mize communication failures or attacks of security [57,58]. The systems based on cry-
ptography are an integral solution for security problems of network authentication and
connection [59, 60].

Data transparency is a critical security issue within IoT ecosystems. To improve the com-
munication process between peer devices, it might focus on solving data management
from several technological schemes (fog or edge computing), but not always the transpa-
rency of information recorded is guaranteed. A current IoT system contains various devi-
ces with embedded sensors characterized by low power, reduced memory capacity, and
limited processing capabilities. These features allow identifying the origin of significant
security problems. Nevertheless, any solution concerning IoT devices’ security capabili-
ties is designed from the software that governs the management data, generally in the
management layer of the system.

3.1.4. Blockchain

A blockchain record book consists of two types of records: individual records and blocks.
The first block consists of a header and data that correspond to transactions within a
set time. The block’s timestamp is used to help create an alphanumeric string called
hash [18,61].

Once the first block has been created, each subsequent block in the book uses the hash
of the previous block to calculate its hash [16, 62]. Before a new block can be added to
the chain, its authenticity must be verified by a computational process called validation
or consensus. At this point in the blockchain process, most network nodes must accept
that the new block’s hash has been correctly confirmed. The consensus ensures that all
copies of the distributed book share the same status [16].
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Once a block has been added, it can be referenced in subsequent blocks, but it cannot
be changed. If someone tries to exchange a block, the hashes of the previous and next
blocks will also change and interrupt the shared status of the ledger [16]. When consensus
is no longer possible, other network equipment proves that a problem has occurred, and
new blocks are not added to the chain until the issue is resolved. Typically, the block that
causes the error will be discarded, and the consensus process will be repeated [61,63].

Blockchain arrives at food traceability systems to resolve falsification of food products
and raw material to manufacture. The authenticity that requires producers, researchers,
consumers, and all other supply chain actors can be given through a tool where the in-
volvement is secure. The distribution of security control to the stakeholders is generali-
zed [16,18,62]. This technology will allow us to understand any product’s origin or identify
and address contamination sources in food products. This technology’s principal aim is to
avoid manipulating stored data of a food production process and alert consumers [62,63].

The classification made by OWASP IoT Top 10 picks up the possible challenges that
Blockchain technology can solve. Applying smart Blockchain-based contracts to loT ser-
vices represents an effective way to guarantee information security for maintaining data
uncorrupted and providing data traceability. Nevertheless, some threats would be over-
come from hardware usage and can provide higher capacities to Blockchain-based loT
systems.
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Figure 3-1.: Techniques and Technologies of the food traceability systems.

Fig. 3-1 shows an abstraction of techniques and technologies used by the food tracea-
bility systems on three action fields; processed foods, meat and vegetables, and fruits.
The green column has six stages; two initial phases represent chemical and biological
techniques as PCR, HPLC, and spectrometry for ADN isolating. These techniques and
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technologies allow identifying diseases and viruses. Two initial stages on the Blue co-
lumn mean the wireless sensor network (WSN), cameras, drone, and weather stations.
The red column corresponds to meat traceability; this field uses all scientific techniques
and technologies to track and trace meat products. The third and fourth stages in all co-
lumns indicate the technologies that allow sensing or trace the raw materials, processed
products, or fresh products(RFID, Barcode, NFC). Finally, the last stage means the con-
nection between the products and customers. Today such a platform is the internet.

The three red boxes in Fig. 3-1 indicate the way as Blockchain technology influences
each stage of the agriculture supply chain. The transparency on a record data resource
is promoted through information stored in the blockchain blocks on the network from the
sensors. This resource modifies the identification and communication form between devi-
ces. It helps overcome the possible security problems on the IoT system, described in the
next section, providing a context of a security solution with Blockchain on IoT ecosystems.
Finally, data management’s capacity through distributed networks of data guarantees the
data traceability and ensures the transparency of the information [36, 64].

3.2. Related Work

This section presents a part of the scientific evolution analysis of the food traceability
area through the keywords used in its historical development of the last 19 years. Food
safety problems are becoming more strategic and further promoting the research for sol-
ving from the technical overview. For this reason, it is critical to identify areas, sub-areas,
and fields that can to suffer evolutions or to decline, that emerging or disappear, and an
excellent way to evaluate it can be through science mapping.

This science mapping lists a series of scientific community responses in several aca-
demic areas - techniques, technologies, and methods. Moreover, it includes the gaps
and research opportunities that offer many areas identified as critical, particularly for pro-
posing keys to the future of food quality and safety, an element that none review work
contains. The analysis allows us to identify the impact on the scientific productivity of the
field, discover the dynamics of relevant published research, and find the most prominent
areas as they vary with time. The primary source of information used in this analysis is
the Web of Science bibliographic database, employing SCiMAT as a software tool to ma-
ke the science-mapping. The Bibliometric review was carried out with a dataset of 2,289
documents published over the (2001-2019) period. The study provides a perspective ac-
cording to the strategic map, evolutionary map, and main strategic clusters identified for
future research.
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A scientific Journal evaluates this bibliometric analysis as a global panorama of food sa-
fety from a technological viewpoint. The analysis is divided into four sub-periods. Hereun-
der, we describe part of the last sub-period summarizes the main topics identified as a
future trend, the critical gaps, and research opportunities that made this proposal possi-
ble. The second part of this section presents the proposed solutions in works related to
security issues on Blockchain-loT ecosystems.

The evaluation of incident topics in food traceability was structured as follows. The study
period of 19 years (2001-2019) was divided into four sub-periods, organized according to
the incidents of highest impact related to outbreaks and epidemics in humans by consu-
ming food products of animal origin and the poisoning of vegetables (Agriculture). Moreo-
ver, were identified the techniques and technologies used on the FTS.

The bibliometric analysis identifies the areas, subareas, and highlighted topics to guide
the present research. The study was made with 2289 bibliometric references and divi-
ded as we can observe in Fig. 3-2. Fig. 3-3 shows the paper amount per area that was
reading in looking up of gaps for researching. Moreover, table. 3-2 shows results related to
Blockchain-loT and Supply chains (Traceability Systems) on diverse domain fields. Web
os Science (WoS), Scopus, Elsevier, and IEEE was used as a database of bibliometric
references.
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Figure 3-2.: Bibliometric Analysis Areas.

Table. 3-1 shows the possible directions of research that give; as a result, science map-
ping, and these directions are determined mainly for the gaps found in the content of
documents on this review. The scientific need of the technology and theories applications
can be perceived from the issues identified in each studied area. Once the strategic pa-
pers per area and sub-period were read, eight clusters were selected, which correspond
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to sub-areas that will summarize the gaps and direct the researcher to new opportunities
of inquiry.

The first area found was IDENTIFICATION; despite existing techniques and technolo-
gies advanced for food identification, these systems do not reach the level of developing
countries or places where supply chains’ applications are precarious. Therefore, any food
production systems that desire to acquire a food traceability system based on genetic
tester’s chemical characterization to guarantee products’ safety and quality will have a
problem to overcome. Mainly due to the equipment cost and the scientific knowledge in
the domine of some technologies.

The second area identified was INFORMATION. In most study cases, the information
systems analyzed are simulated or proposed as a framework with technologies and re-
sources that are not yet available or are going through a development process. Neverthe-
less, the internet and sensors make easy the implementations of particular cases where
the deployment is not complex. Furthermore, the only countries with actual capacities for
applying robust systems are developed countries as EEUU, China, or some European
countries. It must be taken into account that traceability should be complemented with
other strategies for managing the food quality, such as GAP (Good Agricultural Practi-
ces), GMP (Good Manufacturing Practices), and HACCP (Hazard Analysis Critical Control
Points); because traceability is a mean of monitoring, it is not a mechanism to eliminate
physical, chemical and microbiological risks in food. The traceability informs us of where
the product is obtained; it has the details of its production, handling, and distribution; but
there is no guarantee that it is harmless.
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Area Gap Research opportunity

Identification Lack of preventive measures for iden- To focus on backward-traceability
tifying the origin of the products wit- techniques for adopting preventive
hout backward-traceability technologi- measures in food systems that cu-
cal tools. rrently lack storage technology or

scientific knowledge.

Information Lack of transparency in the informa- To explore the design and deployment
tion submitted to the consumer or the of informatic security tools to guaran-
supply chain actors throughout the tee a traced product’s authenticity and
production process. reliability.

Technology Lack of hardware dispositive associa- To design a framework where the
ted with several processes within the cooperation between dispositive and
food traceability chain to assure the re-  traceability platforms set the supply
cord and modify the content of infor- chain management structure.
mation throughout the supply chain.

SCM Lack of financial inclusion mecha- To identify critical products in regions

nisms for short supply chain and the
specific products, this field its domina-
ted for modeling and simulations wit-
hout fault control.

that have the potential for certifying
processes and validate technologies
to the supply chain management.

Standardization

The industrial standards and existent
protocols for food systems and tra-
ceability schemes have a complex de-
sign with low capacity for short supply
chains.

To propose a supply chain or food tra-
ceability system based on internatio-
nal standards but according to the par-
ticularity of species and amount produ-
ced in each country.

Environment

The supply chain and food traceability
systems have no yet been designed
with an environmental sustainability fo-
cus or social impact. With the associa-
tion of minority groups, ethnic or native
communities.

To focus the design of supply chains
towards environmental sustainability
with trade and social impact that invol-
ve cooperative sectors of the peasant,
natives or women.

Agriculture The study cases analyze the extensive  To explore options of e-commerce for
agriculture beneath the domain of pre- not manufactured products to elimina-
cision agriculture. Nevertheless, these te the cost overrun for the consumer.
models have not been applied to focus
on e-commerce.

Social scien- The socio-cultural characterization of To characterize producer populations,

ces countries where they have implemen- potential regions, and trade channels

ted food traceability systems do not
guarantee homogeneity in safety and
quality of food products.

for products with the origin denomina-
tion, besides to convene for joint pro-
duction strategies between industrials
and researchers.

Table 3-1.: Gaps and Research opportunities.
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The third area identified was TECHNOLOGY. When the use of technology is generali-
zed for several applications, principally for food traceability or industrial food systems,
technologies as the barcode, QR code, RFID (Radio Frequency Identification), WSN (Wi-
reless Sensor Network), ANN (Artificial Neural Network), to name a few, the software and
hardware have a certain match. Still, they do not guarantee compatibility, although the
international agreements and standards require it, making it hard to articulate between
industries or countries. Additionally, the hardware devices are not yet related within the
scheme of food traceability systems and industrial food processes for guaranteeing trust.

The fourth area identified was SCM (Supply Chain Management). Although this area is
different from Supply Chain (SC), we can say that one contains the other. SCM includes
all logistic processes and industrial production. For this reason, we assume as a challen-
ge the improvement of the SCM.

One of the principal issues found is the lack of a classification of supply chains, where
there exist standards and protocols for a short Supply Chain of products that do not need
long and complex treatment in the production chain. The industrial standards are made
for mass production. Despite the many alternatives to guarantee the consumer’s willin-
gness and the harmlessness of products, the security, and quality in the manufacture or
handling of food products are not entirely transparent. For this reason, technologies as
the blockchain try to assure supply chain safety.

Blockchain arrives at food traceability systems to resolve falsification of food products and
raw material to manufacture. The authenticity that producers, researchers, consumers,
and all other actors of the supply chain require can be given through a tool where the
involvement is massive and where the distribution of security control to the stakeholders
is generalized. This technology will allow us to understand the origin of any product or
identify and address contamination sources in food products. This technology’s principal
aim is to avoid the manipulation of stored data of a food production process and alert the
consumers.

The fifth area identified was STANDARDIZATION. This area presents issues in how the
standards are handled and imposed on countries and industries that desire entry into food
trade agreements between countries. The regions, continents, or countries establishing
your standards for commercing food products, not all have the same parameters.

Standardization processes are vital because the raw materials are always of biological
origin (produced by animals or plants). However, the product must always be similar to
meet the consumer’s needs and ensure their loyalty. In this sense, traceability is an ele-
ment that facilitates the standardization of processes in the food industry, establishing mo-
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re significant links between producers, processors, and consumers. While the standards
and protocols are not universal and installed according to each country’s conditions or
product, it will have a complex standardization of food and traceability systems.

The sixth area identified was ENVIRONMENT. Many industries do not focus on sustai-
nability practices and propose theories or frameworks to apply the SCM without a sus-
tainable approach. The soil use and climate change are not part of the food traceability
scheme stamp to food production.

When carrying out detailed monitoring of the conditions of food production in the field,
from the supply of inputs, planting, harvesting or harnessing, post-harvest, storage, and
transport; As well as the conditions of processing, distribution, and consumption; allowing
to estimate actual costs of production and logistics in the chain; also recognize bottle-
necks and propose optimization alternatives. The previous analysis is also a reference for
calculating the environmental effects of the functioning of food chains (carbon footprints)
and suggest options for improvement.

The seventh area identified was AGRICULTURE. In developing countries as Colombian,
this factor is critical in the willingness of people. The lack of establishing short and ad-
justment supply chains for tropical products and particular aspects in the production do
not count with details. However, precision agriculture applications in fields as coffee can
serve as an example for guiding other action fields, not including small groups of women
or peasants in the agri-food supply chains. In every case, the design of SCM is building
for industries, not for small producers.

A way of positioning food products in any country’s external or internal trade is visibility,
recognition by origin, mark, or biological product features. These positioning ways applied
in massive use platforms become an opportunity to boost e-commerce and all its advan-
tages. We find the benefits of avoiding intermediaries, speeding up the business process,
promoting transparency, and ensuring product origin.

The last area identified was SOCIAL SCIENCES. In the major countries that apply modern
food traceability systems and complex schemes of food safety supervising the commerce
and the local production for assessing the need of consumers, considering the social im-
pact of measures economics, of governance and politics around to food systems.

This proposal originates in the INFORMATION and TECHNOLOGY areas identified in the
bibliometric analysis because, despite existing communication techniques and technolo-
gies to apply in the FTS [65], these systems do not reach the required level of security to
guarantee the data transparency recorded by the sensor on the 0T ecosystems [66—68].
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This data transparency leads to the product’s quality throughout the supply chain and
promotes consumers’ food safety.

Table. 3-2 shows the summarize of relevant works that serve as a reference to the present
proposal. These works present some valuable features to the hardware development pro-
posed into Blockchain-loT architecture. Despite the many alternatives to guarantee the
consumer’s willingness and the harmlessness of products, the security and quality in the
manufacture or handling of food products are not entirely transparent; for this reason,
technologies as the blockchain try to assure supply chain safety [69].

Blockchain arrives at food traceability systems to resolve falsification of food products
and raw material to manufacture. The authenticity that producers, researchers, consu-
mers, and all other actors of the supply chain require can be given through a tool where
the distribution of security control to the stakeholders is generalized [70]. This technology
will allow us to understand the origin of any product or identify and address contamination
sources in food products. The principal aim of this technology is to avoid the manipulation
of stored data of a food production process and to alert the consumers [71].

A way of positioning food products in any country’s external or internal trade is visibility,
recognition by origin, mark, or biological product features. These positioning ways applied
in massive use platforms become an opportunity to boost e-commerce and all its advan-
tages. We find the benefits of avoiding intermediaries, speeding up the business process,
promoting transparency, and ensuring the product origin [64,72].

Fig. 3-4 shows the graphical abstraction between the timeline, fields of application, and
food safety systems evolution. The terms that contain the circles born of each cycle of
growth denoting techniques, technologies, and products that stamp the behavior of the
world’s food systems. Some acronyms that contain the figure are; SCM (Supply Chain Ma-
nagement), VC (Value Chain), ANN (Artificial Neural-Network), WSN (Wireless Sensor-
Network), loT (Internet Of Things), ASC (Agri-Supply Chain), GTIN (Global Trade Item
Number), SSCC (Serialized Shipping Container code number), GMO (Genetically Mo-
dified Organism), PCR (Polymerase Chain Reaction), HPLC (High Performance Liquid
Chromatography).
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Author

Title

Description

Feng Tian (2016) [73]

An Agri-food Supply Chain Tra-
ceability System for China Ba-
sed on RFID and Blockchain
Technology.

This paper develops a hybrid concept
of RFID (Radio-Frequency Identifica-
tion) and blockchain technology. Ho-
wever, they do not develop the hard-
ware related to the application of these
technologies.

Tareq Ahram, et al.
(2017) [74]

Blockchain Technology Inno-
vations.

This article describes the Blockchain
technology used in the healthcare in-
dustry, Health-chain. It does not refer
to the use of 10T devices acting directly
on Blockchain technology.

Simone Figorilli, et al.

A Blockchain Implementation
Prototype for the Electronic
Open Source Traceability of
Wood along the Whole Supply
Chain.

This work implements a blockchain ar-
chitecture in the traceability system of
the wood value chain. The sensors are
managed apart from the blockchain
architecture through an intermediary
hub device. The Infotracking system is
based on RFID and others loT devices
open source.

(2018) [75]
Oscar Novo
[76]

(2018)

Blockchain Meets IoT: an Ar-
chitecture for Scalable Access
Management in loT.

This paper proposes a new architectu-
re for arbitrating roles and permissions
in loT. This a fully distributed access
control system for loT based on block-
chain technology. The architecture is
supported by a proof of concept and
evaluated in realistic IoT scenarios.

Ali Dorri, et al. (2018)

[77]

Blockchain in Internet of
Things:  Challenges  and
Solutions.

This paper proposes a hierarchical loT
architecture applied to smart homes,
an overlay and cloud storage network
that coordinates data transactions with
Blockchain, to provide privacy and se-
curity.

Pascal
[38]

Urien

(2019)

Blockchain loT (BloT): A new
direction for solving Internet of
Things Security and trust is-
sues.

This paper proposes to insert the sen-
sor data in blockchain transactions.
The objects are not logically connec-
ted to blockchain platforms. Therefore
the controller entities forward all infor-
mation needed for transaction valida-
tion. Here build a Hub device.

Table 3-2.: Reference works.
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Figure 3-4.: Evolution of food Systems and the food traceability.

3.2.1. Research opportunity

The security threats in loT ecosystems can be solved through various architectural ele-
ments; some of these are hardware, interfaces or apps, software, network components,
and firmware. Nevertheless, most security problems have a solution with the blockchain
architecture implementation upon the loT ecosystem. Nonetheless, the sensor will always
be the source of mistrust on transferring data to the cloud or storage. Hereunder we des-
cribe some solutions found on the review, but none of them proposes to build a hardware
device for promoting the transparency of data recorded from the sensor [36].

Fig. 3-5 shows the two possible paths to data streaming, recordkeeping, and share infor-
mation into an IoT ecosystem. Path 1, in blue, represents a conventional flow of data in
loT. S(n) represents the sensors that are part of the network for capturing variable data.
These sensors are connected between them and, at the same time, with a hub manager
for transmitting to the cloud or storage. Along path 1, between sensors and hub, and bet-
ween hub and cloud, most security problems on loT are related to the streaming data’s
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Figure 3-5.: BloT Architecture.

vulnerability. Path 2 proposes to benefit from the security requirements of Blockchain ar-
chitecture and match them with the loT sensor architecture to solve most of the security
problems related to the transparency of data in the streaming process. In the IoT Device
(Sensor) architecture, the three boxes in red correspond to the aspects that ought to be
improved for being able to act on the BloT architecture.

None solution described refers to building hardware with new security capabilities to act
on blockchain architecture to promote transparency upon data collected and transmitted
by the sensor. The above-referenced works on table. 3-2 , serve to identify the opportu-
nities to apply some techniques and technologies in the loT device. Only one work [23]
developed a hardware device for connecting it with blockchain systems. Nevertheless, this
device does not guarantee the reliability of the information according to the blockchain ar-
chitecture’s security requirements for acting as a miner actor. The remaining works use
the loT devices as an independent actor in the blockchain architecture. For this reason,
they use a hub for managing the communication process with the sensors.

The works hereunder propose solutions that are insufficient to solve most security pro-
blems on loT ecosystems. However, some techniques are aimed to solve particular secu-
rity issues but can serve as a reference to develop new hardware capabilities for an loT
device to act on a blockchain-based system.

Security problems like Jamming attacks are considered minor problems. Nevertheless,
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the message collisions and errors on the sending of the packages are solved in [78],
where they measure the signal to extract the noise, then compare these measures with
customize threshold measurements and detect the attack. Other solutions against a jam-
ming attack use cryptographic functions to help correct errors [52]. Others suggest avoi-
ding the jamming attack with encoded packages through a division of the message into
blocks or changing channel frequencies for the communication flow to be successful [79].

The security on the physical communication layer through the initialization of loT platform,
many works proposes a framework to protect the system [80]. Other works deploy arti-
ficial noise in signals inside communication networks [53, 81]. Sybil attack is a security
problem upon the network nodes that use MAC identification values for accessing to loT
platform. These security issues result in denial of access to legitimate devices on the
network. Some solutions proposed using strength measurements of signals for detecting
and correcting the attack [82]. In static networks, some works suggest using signals with
strength measurements for MAC addresses to detect attacks upon Sybil nodes [83—86].

(OWASP) The Open Application Security Project discusses the |oT devices as physical
objects into 10T networks with its security through software/firmware access with external
interfaces. These features make it vulnerable to different security attacks. Some works
propose a Trusted Platform Module (TPM) incorporated into the system regarding physi-
cal security improvement on the network. Moreover, some evaluate the attacks upon Wi-
reless Sensor Networks (WSN), where it is suggested to mitigate sleep deprivation and to
reduce the energy consumption through framework [87]. Nevertheless, these measures
are insufficient to avoid intrusions on the WSN.

Some solutions propose the modification of authentication protocols with cryptography
algorithms for detecting malicious nodes in security attacks. Nevertheless, the RPL stan-
dard also computed the parent’s rank value with other nodes according to the calculated
value based on rank [88,89], and this is considered as a novel solution.

3.3. Conclusions

Ever since 2001, incidents with animal diseases transmitted to humans have opened up
possibilities of finding solutions in all areas of human knowledge. This work thus guides
researchers and readers in studying the past, evolution, and future of the food traceability
field. It presents an analytical panorama of the patterns and trends of the related research
topics.
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The analysis results show that the production of knowledge across the sub-periods has
increased in the field of food traceability. The results reflect the high degree of maturity
of the areas and topics related to the field. Most areas have a high development degree,
taking into account the social, cultural, and political needs of countries around food’s healt-
hiness. Indeed, the constant evolutionary trend exists in the four sub-periods through the
concepts, techniques, and technologies used for food traceability systems. The behavior
of the transient keywords allows us to identify successes and gaps in the new research
opportunities.

Furthermore, we can observe that the supply-chain and the value-chain of any product
ensure quality and safety, in addition to establishing the basis of all traceability systems.
For this reason, the first step in the challenge toward food safety and quality must be
the analysis and study of the actors in the value chain, the human and material varia-
bles involved, such as information systems, policies, trading standards, and technical and
technological aspects.

The sub-periods strategic maps were analyzed to enable a clearer picture of the patterns
and trends of the agri-food areas. The areas appear and disappear, evolve or regress
according to the research’s maturity in those fields and the preventative strategies for
ensuring harmlessness of foods achieved around the world through information systems.
The measure of the accuracy of traceability systems is the occurrence of epidemic events.

The supply-chain and value-chain established by the record-making diagrams, tracing
and tracking food as a global trading network have a strong relationship with consumers
and growing new technological paradigms. For instance, the loT paradigm accommoda-
tes the majority of resources available to human service, in this case, to alleviate, protect,
and prevent diseases. The novelty in platforms such as these is the remote access to
information in real-time. In this way, countries’ populations are protected against diseases
communicable by animals or poisoning by agri-chemicals. New challenges arise today
in the management of informatics security in communication systems. Food security de-
mands new concepts of trust. Blockchain is an obvious choice for further development in
this regard.

Academia, principally researchers, pursues innovative solutions thanks to the high de-
gree of maturity of food traceability areas. However, many private and public organiza-
tions worldwide have adopted platforms in which improvements can always be made. In
other words, the bibliometric study provides vital information to benefit the platforms de-
voted to food safety. Furthermore, intelligent systems advance in providing services to the
extent that the information promotes the world of business. loT platforms gather most of
the solutions in diagrams such as smart cities, food safety, and trade agreements with
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consumer participation.

The keywords represent the most significant element in the topics of each period in the
evolution. They show the principal aspects of the development of the food traceability field
toward the sub-period of reference. The academic environment has built a stage in which
all terms are strongly related to guarantee the systems of food harmlessness. Although
all the keywords are essential, the timeline relates quality with information, with the value-
chain, and with the supply-chain summarizes one of the food safety commitments.
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loT can trace or track food products, store and process critical data for recording the
process; nonetheless, it is not entirely safe in terms of transparency of data stored. Block-
chain, beyond the crypto-currencies and the business, can certify processes transparently
through the data traceability.

The ability to certify the processes into the food supply chains through the data integrity
collected of end-to-end connection points and contained in the Blockchain-loT architec-
ture reveals BloTS device’s aim. End-to-end connection points in the loT architecture
indicate the sensor’s path to the cloud service (Vertical). Simultaneously, the path from
the first stage in the traceability system to the last stage (Horizontal). See Fig. 4-1.

Combining two disruptive technologies involves identifying the problems they face in applying
in food security and then finding the architectural features that make the coupling possible.

4.1. Food Traceability Systems Blockchain-loT-based

Fig. 4-1 presents the abstraction of the Blockchain-loT-based traceability system architec-
ture. The figure is displayed over three axes; X, y, z. On the z-axis are the six conventional
stages that a food traceability system has. In this case, each stage is equipped with devi-
ces and technologies that make it possible to track the variables involved in the production
process. This deployment is done in the perception layer of the architecture. The red dot
represents where tracing (backward traceability) or tracking (forward traceability) is inten-
ded to be done along the supply chain stages. In the perception layer and along the z-axis,
the coverage, type of network, and infrastructure required for traceability are configured.
On the x-axis of the figure, we can see the origin and destination of the data generated in
the physical layer of the architecture (red dot). The data collected depends mainly on the
devices deployed in the sensing layer and the transport layer setting.

The y-axis of the figure shows the infrastructure required to transmit data from its origin
to the end-user. Above the perception layer is the transport layer. This layer manages the
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system according to the network characteristics and the physical devices, and the com-
munication channel required to secure data transport. Features such as interoperability,
energy, storage, processing capacity, and security are evaluated to define levels of sca-
lability, robustness, accessibility, and security. Finally, in this axis, we find the application
layer. This layer deploys the public access service to the data managed along the x, vy,
and z axes. These data move in the three directions in a coordinated manner to reach the
end-user and thus certify processes or products. However, some features of loT devices
can be improved to ensure data integrity throughout the process of transporting informa-
tion across all layers of the architecture.
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Figure 4-1.: The Blockchain-loT-based food traceability systems.

Blockchain technology is defined as a disruptive technology that imposes a new paradigm
that can connect securely way to the world throughout the network. Blockchain techno-
logy can describe as a platform where the transactions and the information recorded are
safeguarding through cryptography algorithms in a distributed ledger to all participants of
the network [90-92].

All food fields apply some techniques and technologies within reach effective to evaluate
food safety. Nevertheless, they are insufficient because all countries do not have capaci-
ties to deploy them.
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loT represents an opportunity to apply Blockchain technology as a support to guarantee
security in some respects [93,94]. As we can see, Blockchain technology is called to re-
solve significant problems of connecting, support, protecting businesses and stakeholders
participating in food traceability systems (Supply Chains or Value Chains).

4.1.1. loT security issues and challenges

Due to the range of services provided by objects, persons, or machines into the IoT net-
works, it is mandatory to equip both networks and devices with security features.

The standard communication protocols define the rules and security techniques in loT
networks. Fields such as health, financial security, or food safety handle processes with
sensitive data that require transparency and integrity in their handling. But the adverse
factor is that as long as the loT network design is done on the Low-Power and Lossy
Network (LLN) network scheme, security will have that measure; that is, the device im-
mersed in the IoT network will not have security properties beyond those allowed by its
capabilities.

4.1.2. Overview of security issues on loT

The identification of security issues on loT is so extensive that it generally is made from
the field of application. Also, the field of application imposes safety criteria focused on the
user and the system architecture. This hierarchy in the identification of security problems
helps to identify comprehensive solutions and technologies.

Due to the technology’s capacity with which the build of BloTS device proposed in this
work, it is possible to identify the problems attending the two perspectives (Application
and architecture), because of its implementation answers integrally to the loT security
problems. For this reason, this section presents the findings of some security problems
keeping a mixed approach between the security requirements of the application field and
the loT architecture.

The scheme in Fig. 4-2 shows a map of security problems in IoT, which identifies in a
general way the issues that affect the loT-based food traceability systems and focused
on food safety and quality. This scheme is based on three works that propose taxono-
mies for identifying security issues on loT [36,95-97]. The following list describes the two
perspectives from which security issues in loT ecosystems have been mapped.

= Application Field Perspective: On the left of the scheme, food safety as an applica-
tion field, establishes the three layers of 10T architecture as a channel to guarantee
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data and product traceability in the communication process throughout the loT sys-
tem.

m Architecture Perspective: In the upper part, the loT architecture (Perception, Trans-
port, and Application) establish as the central axis in the identification and classifi-
cation of security problems.

The implementation of BIoTS aims to solve the security problems described here. Each
layer in the loT architecture has issues that the technology on which BloTS-based sol-
ves. The issues identified here are not part of the security problems faced by Blockchain.
However, they are different, and their management depends on specific measures in the
application design.

The Datagram Transport Layer Security (DTLS) and Transmission Control Protocol (TCP)
communication protocol govern loT systems’ conventional security architecture in stan-
dard networks. In the loT application layer, the Constrained Application Protocol (CoAP)
and Hypertext Transfer Protocol (HTTP) communication protocol establish the interchan-
ge of information.
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Figure 4-2.: 0T Security Issues and Threats.

1. Perception Layer: In this layer, where the devices that interact with the medium are
hosted, we list and describe some security issues that BloTS can solve in two sce-
narios; a) In sensor nodes and b) In sensor gateways. a) In the sensor nodes case,
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to make possible the process of sensing and interconnecting with other nodes, they
have these components; a controller, a transmitter (for communication), a memory
where the device storage the program (code), a power source, and the hardware
that obtains the sensed data. At this level, you are prone to security problems such
as; node subversion, node failure, node outage, passive information gathering, false
node message corruption, exhaustion, unfairness, Sybil, jamming, tampering, and
collisions. b)For sensor gateways, the collection of information on WSN represents
a problem because the wireless communication channel involving radio communi-
cation and its possible appears problems such as; misconfiguration, hacking, signal
loss, DoS, war dialing, protocol tunneling, man-in-the-middle attack, interruption in-
terception, and modification fabrication. As you can see, in both cases, all security
problems are aimed at attacking the trust, privacy, and integrity of the transmitted
data.

2. Transport Layer: To solve some security vulnerabilities associated with the network
type, BloTS acting in a Blockchain-based loT network. The networks generally used
for food traceability systems are two; a) WiFi-centric network and b) Ad-hoc non-
centric network. For this reason, BloTs and your ecosystem pretend to solve some
security issues as; a) In a WiFi network, attacks such as access attacks, malicious
phishing AP, and DDos/Dos attacks. b) In IoT, an unfocused Ad-hoc network is a
Peer-to-Peer network. The traditional problems in this nature’s networks have to
do with the communication channel’s vulnerability—attacks such as Eavesdropping,
interference, vulnerable posing, cheating, Man-in-the-Middle (MitM).

3. Application Layer: In the food safety scenario, millions of users are expected to ac-
cess sensitive information on edible products. Data confidentiality and traceability is
the anticipated contribution of BloTS in the network deployed for its operation. The
ecosystem is expected to contribute to security issues associated with authentica-
tion and access authorization. Besides, process safety management within a supply
chain based on certification through Blockchain Smart Contracts is expected.

4.1.3. Summarize of solutions

Afterward, we present some security issues in terms of architecture and information
and some works that pretend to solve them. All proposals focus on loT classify secu-
rity problems and describe the main security issues in communication within 10T sys-
tems [36,95-97].

All loT architectures evaluate their security through parameters such as privacy, inte-
grity, and confidentiality of data. As long as loT networks connect heterogeneous low-
capacity devices, data collection will present security problems associated with computer
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networks. For this reason, when designing an loT network, the level of security that the
system will have is also intended.

The Transport and Application layers of the IoT architecture described below concentrate
most of the proposals to solve information security problems [17,98]. However, the cove-
rage of these designed measures does not include the end-to-end aspect (to Perception
layer) of the vertical and horizontal path described above [38,90].

The Internet as a connection standard allowed bandwidth management and gave rise
to connection management and device communication processes in the loT network.
Concepts such as Machine-to-Machine (M2M), Wireless Sensor Networks (WSN), and
Cyber-Physical Systems (CPS) emerged. With them, security problems in the IP protocol
grew due to updating security attacks while expanding the fields of action of loT.

According to the most frequent security vulnerabilities in [36] were identified and classi-
fied loT security issues. Summarizing the security threats of loT-Systems, some works
rank these threats as challenges in the security field and propose a hierarchy of security
issues; i) Low-level security issues highlight the insecure initialization, insecure physi-
cal interface, or jamming adversaries. ii) Intermediate-level security issues highlight the
insecurity of network connectivity between devices, authentication, non-secure commu-
nication on end-to-end transport-level security, and privacy violation on cloud-based loT.
iif) High-level security issues highlight COAP safety with the Internet, insecure interfaces,
insecure Software/firmware, and middleware security. Some emerging technologies, like
Blockchain, can solve the majority of security problems present on IoT ecosystems, a fact
that makes possible a new Blockchain-loT (BloT) concept.

Generally, networks based on loT may suffer identity violation and information privacy
issues, such as the services related to cloud, storage, transmission, or processing [99].
Security systems on the Internet about Constrained Application Protocol (CoAP) suffer
security attacks from the application layer [37, 100], this fact makes the web, mobile, and
cloud interfaces vulnerable as those indicated in (OWASP loT top 10).

Security problems like Jamming attacks are considered minor problems. Nevertheless,
the message collisions and errors on the sending of the packages are solved in [78],
where they measure the signal to extract the noise, then compare these measures with
customize threshold measurements and detect the attack. Other solutions against a jam-
ming attack use cryptographic functions to help correct errors [52]. Others suggest avoi-
ding the jamming attack with encoded packages through a division of the message into
blocks or changing channel frequencies for the communication flow to be successful [79].
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Sybil attack is a security problem upon the network nodes that use MAC identification
values for accessing to loT platform. These security issues result in denial of access
to legitimate devices on the network. Some solutions proposed using strength measu-
rements of signals for detecting and correcting the attack [82]. In static networks, some
works suggest using signals with strength measurements for MAC addresses to detect
attacks upon Sybil nodes [83—-86].

(OWASP) The Open Application Security Project discusses the loT devices as physical
objects into loT networks with its security through software/firmware access with external
interfaces. These features make it vulnerable to different security attacks. Some works
propose a Trusted Platform Module (TPM) incorporated into the system regarding physi-
cal security improvement on the network. Moreover, some evaluate the attacks upon Wi-
reless Sensor Networks (WSN), where it is suggested to mitigate sleep deprivation and to
reduce the energy consumption through framework [87]. Nevertheless, these measures
are insufficient to avoid intrusions on the WSN.

The security threats in loT ecosystems can be solved through various architectural ele-
ments; some of these are hardware, interfaces or apps, software, network components,
and firmware.

4.2. Security on The loT-based Food Traceability
Systems

Most sensors in loT-based Food Traceability systems will have some features as; inter-
operability, energy, size, position, and communication. These features make possible the
ubiquity term and make the procedure a lightweight system to adapt secure form between
them to deploy a service in any context.

In the food processing industry, biosensors, capable of identifying pathogens in contami-
nated products, have gained relevance. For this reason, this proposal attempts to focus
on the construction of a sensor-equipped with a technology (Blockchain) capable of gua-
ranteeing data integrity and transparency in the transmission of information.

Table. 4-1 presents the characteristics and configuration of the system by each layer of
the loT architecture, identifying the challenges and threats in security. This table describes
the 10T ecosystem’s technical and technological features in which BloTS will perform to
ensure product and data traceability.

The works listed in the table above define the roadmap for working in agricultural product
traceability security and helps to relate security vulnerabilities, scientific work, and th-
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Architecture Layer Threats in Security weaknesses Related Works Attacks
Application Layer
. L Energy Consumption, 71], [101], 51 Percent,
Internet Confidentiality Stc?rilge Capa(F:)ity [38[], [1 0[2], [1 03] Pishing, Malware
Transport Layer
Wireless Rogue access points, Hacking, [104], [105], [106], DoS, War dialing, protocol
Misconfiguration Signal lost [104], [107] tunneling;man-in-the-middle
Perception Layer
Sensor Nodes DoS, Exhaustion, Flooding, [108], [109], [110], Jamming,
Unfairness,Sybil Routing Protocols [111],[104], [112], [113] Tampering, Collisions

Table 4-1.: Security Issues, Threats and technologies.

reats. Technologically and conceptually, we focus on the problem and evaluate alternative
solutions [114,115].

4.3. Conclusions

The security on loT ecosystems determines the data quality linked to the communica-
tions and physical layer. An example of a physical layer is the hardware-implemented.
Data quality can be affected due to various adverse factors such as radio interference,
which can damage connection for sending or receiving data [51, 52]. The mechanism of
initializing or setting loT devices guarantees the privacy of network services [53,54]. The
physical security on loT devices depends on software access through physical interfaces.
Another impacting factor on the usage of loT devices is the energy consumption and ma-
nagement caused by battery duration on several scenarios where the distance, tasks, or
functions are of high performance [55].

loT architecture requires identifying the hardware devices on the network to guarantee the
transmission of data with linked nodes; these nodes many times are routers or hubs ma-
nagements. Nevertheless, security issues related to the transport layer need identification
and to be matched to other platforms to send packets that can result in Denial-of-Service,
and this is a genuine threat on loT [56].

On IoT management systems, it is key to authenticate the 10T devices to avoid security
vulnerabilities. Recording of users and devices on an integrated platform help to minimize
communication failures or attacks of security [57,58]. The systems based on cryptography
are an integral solution for security problems of network authentication and connection
[59,60].
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This chapter describes the features of BIoTS device architecture and design-implementation
of Blockchain-Network, which allows us to define the necessities of functioning to design

a Blockchain-loT system. Then, we make a description of some architectural modules of
the system.

Most sensors immerse in the 0T ecosystem, further measure some variables, have some
capacities to provide security. Nonetheless, it does not guarantee specific security requi-
rements for low processing, energy, and storage capabilities.

These reduced capacities make the lightweight of the loT systems and guarantee the ubi-
quitous characteristic of the system. However, reducing the size of the devices (sensors)
present in the 0T ecosystems conflicts with the entire system’s security capabilities. For
this reason, the leading security solutions presented by scientific research propose so-
lutions on the transport layer or (fog) and on the application layer or (cloud) to manage
security. However, the possibility of adapting the sensor hardware to an loT architecture
based on Blockchain to provide the security system has not been studied so far.

Exploring this possibility has technical implications at the level of architecture and resour-
ces. For example; the system is no longer light, but there are fields of application (food
and health) where the robustness of the system is worth the cost, especially if the integrity
and transparency of the information are guaranteed.

5.1. Blockchain Network

This section answers the specific objective one [To identify the Blockchain architec-
ture security requirements needed to transparent communication between an loT
sensor and a Blockchain network].

BloTS has as a challenge to adapt all its architectural modules to the functional require-
ments of Blockchain. In this case, it is necessary to adapt two algorithms at the hardware
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level; i) the SHA-256 algorithm responsible for cryptography in the communications pro-
cess and ii) the Proof of Work (PoW) algorithm responsible for the consensus process in
the network.

As its name indicates, Blockchain is a chain of blocks that systematically stores informa-
tion in a decentralized network. Each node acts as Miner, and these, generate validation
through their processing capabilities. The information contained in each block is inter-
connected with the previous block employing a hash, making it impossible to reverse or
modify data in each block. That's where Blockchain’s security comes from. Fig. 5-1

Fig. 5-1 shows the principal modules contained in each Block of the Blockchain. The Block
header module contains the hash (identification on the blockchain system) to exchange
transactions on the network. Hash and nonce modules make up a firm, part of a public
and private key to transactions on the network. The Block version module contains the
block number (series of consecutive numbers) throughout the chain of blocks; this mo-
dule serves as an identifier to know their position in the chain. The Time-Stamp module
guarantees the distributed temporal database contained on each Miner in the network.
This module assists in the system’s security because the proof of work algorithm reads
and processes it to reach the consensus. Merkle Root Hash module allows us to know
the origin and history of hash blocks; this feature makes it impossible to decipher the has-
hes’ chain for obtaining the address or the contend any block. Nonce module assigns a
zeros-chain before of hash in the Block header module; thanks to this feature, each Block
into the Blockchain contains a unique transaction ID (Represents other security behavior
of Blockchain). Finally, the Previous Header Block module is responsible for saving the
previous header hash for adding to the new hash in the new Block, this module serves to
form the Merkle root hash module [116].

5.1.1. Building the Blockchain

The BIoTS performance assessment is possible thanks to building a Blockchain network.
Network deployment allows knowing the architectures’ adaptation in connection and se-
curity requirements. A decentralized network deployment requires careful management
of databases in the web and mobile applications. Two algorithms are programmed (SHA-
256 and Proof of Work), which govern the Blockchain-loT system. The Blockchain plat-
form construction as a web service is done in Python language. The development cycle
for building software Blockchain application is divided into the stages described in Fig. 5-2.
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Figure 5-1.: Blockchain system architecture and transaction validation mechanism

Information Gathering and Planning

Build a blockchain network requires find platforms, frameworks, and programming lan-
guages. Although Blockchain is popular technology, exist few alternatives to free deve-
lopment. Also, Python allow us building all interoperable ecosystem for deploying the
Blockchain Network.

Design Layout and Development

In this stage, we define the website’s structure where the information presents to the
developer and the users; we organize paths and a hierarchy order of code to navigate the
web application. Here, we define backend and frontend elements to start the web service.

Testing, Review and Launch

A blockchain network is considered functional when decentralized nodes and distribu-
ted networks can act as miners to validate the information. Besides, the encoding and
decoding of information to be protected through cryptography must be checked.

Information Gathering and Evaluation

At this stage, the BIoTS connection to the blockchain network is evaluated. For now, it is
enough that the information sent from BloTS can generate a block or a transaction within
the Blockchain-loT ecosystem.
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Application Development Cycle

Information Gathering and Planning

. Design Layout and Development

. Testing, Review, and Launch

Information Gathering and Evaluation

Figure 5-2.: Application development cycle of Blockchain network

Fig. 5-3 describe the software development structure of the Blockchain application. The
software architecture deployed to design a functional Blockchain is possible thanks to the
interoperable articulation of 4 platforms and Frameworks to associate the services thus:
Python, the internal modules of the Blockchain are programmed (SHA-256 Algorithm,
PoW Algorithm, Merkle Tree, Nonce, User Registration, Transaction Registration, etc.).
Flask is a lightweight web application framework with high scalability properties for web
applications. Flask relies on Jinja and Werkzeug to deploy Web services from Python.
HTML and CSS are used in the design of the Frontend user environment of Blockchain’s
web application. Functionally operates relations between the Python algorithms, the da-
tabases, the user requirements, and articulating the Blockchain transactions processes.
SQLite is an embedded SQL database engine that does not have a separate server pro-
cess which makes it possible to read and writes directly to ordinary disk files in web or
mobile applications.

5.1.2. Web Application Functioning

Fig. 5-4 shows the user's Web environment for access to the Blockchain named BIloTS. In
the upper part of the application is distributed the navigation menu for the BIoTS opera-
tion. The navigation menu’s access buttons are; Home, Blockchain viewer, Make transac-
tion, Mine Blocks, Become a Node and Buy BloTS. Each access is described as follows:
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Figure 5-3.: Blockchain Network Interoperability Structure

Blockchain Viewer: Displays the number of blocks in chronological and transactional or-
der that the Blockchain contains. Here is visible only the date and time of the block crea-
tion, the previous hash, the hash block identifier, and the block number. In each block,
there is a button that displays the historical transactions contained. Make Transaction:
It displays a set of text boxes where you must register the desired transaction. The data
requested are; sender, receiver, and amount. Also, there is an input button to make a
transaction. Mine Blocks: Displays a table containing information on the mining actors’
transactions in the network. Besides, you can see if the system validated the transaction.
Become a Node: Allows us to convert a network node according to the Blockchain net-
work configuration. In the case of public or private Blockchain, it's select. Buy BloTS:
Allows us to buy cryptocurrencies generated by the value of transactions within the net-
work. In case of deploying the system in a public way and for commercial purposes.

As shown in the Fig. 5-5, the network blocks are the chain of transactions made with the
BIoTS participation, both proposing the blocks and mining the data from the other two no-
des present in the system. When BloTS generates a Block, it cannot do it autonomously.
To enter the network, BloTS need to register and start the activity as a miner. That's why a
programmed request is generated in solidity from the software through a smart contract.
The smart contract is programmed so that a particular action is executed at a specific
time. It is possible to have BIOTS generate the block in the network, and the other nodes
validate it. This Blockchain network’s behavior is due to the configuration of a consortium
network. It is a public and private network, given the need to make the sensors act in
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a private network. Consumers have access to that information only as observers of the
information contained in the blocks.

5.1.3. Smart Contract

Vitalik Buterin conceived the Blockchain as a technology with an enormous capacity be-
yond Bitcoin. That is why he proposes Ethereum as a blockchain capable of doing much
more than transactions. The Ethereum Virtual Machine EVM module in the architecture
of the Blockchain Ethereum in Fig. 5-6, allows processing in a distributed way in all the
miners the smart contracts. These smart contracts opened the door to the development
of complete Blockchain applications with distributed processing.

A Smart Contract is a program capable of running autonomously and automatically, wit-
hout the need for intermediaries or third parties to execute it. A Smart Contract is program-
med; that is, it will be conducted only when the characteristics marked in it are fulfilled.

The Smart Contracts features are:

= Public: they are stored in the Blockchain, and anyone who is part of it can have
access.
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= |[mmutable: they are stored in the Blockchain, so they cannot be changed.

= Configurable: Once you upload the Smart Contract to the Blockchain, only its owner
can change certain variables.

s Communicative: the Smart Contract can communicate between them.

= Distributed: the miners are the ones who execute the Smart contracts so that anyone
can process them. So eliminates any attempt to absolute control. Any miner can
execute it without any permission.

Solidity is a high-level programming language used to implement smart contracts. Decen-
tralized Applications (DApps) are applications created on top of Blockchain and Smart
Contracts. This technology feature allows us to implement Blockchain in food traceability.

There are three possible configurations for a Blockchain; public, private, and consortium.
The Blockchain designed for this work is a consortium type. With this one, it is possible
to make the BloTS sensors act in the network as miners; that is, they are the only ones
capable of validating and processing data. The users can publicly access the information
only by way of consultation.
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5.2. BIoTS Architecture

This section answers the specific objective two [To propose additional storage and
processing units to an loT sensor needed for its integration with a Blockchain ar-
chitecture].

A loT sensor is an embedded device capable of acquiring information, processing it,
analyzing it, storing it, and transmitting it to a repository. It also can coordinate with other
networked devices. Under this concept, we describe BloTS-Sensor architecture features
that allow us to define the necessities of functioning to design a Blockchain-loT system.
Then, we make a description of some architectural modules.

Block A in Fig. 5-6 is the architectural approach of an Ethereum’s blockchain. This block
describes the structural layers that form a security system. For this proposal, we focus on
the Miners layer’s study and analysis. In this layer, we found the physical devices (Compu-
ters) that interact in the Network to make the Blockchain valid. The fundamental elements
in this layer are two; storage and processing capacity.

As we can see in Fig. 5-6, block B represents loT as a communication system where a
service is deployed through some architectural layers (see Fig. 4-1). In this block B, we fo-
cus on designing and improving the hardware capabilities in the perception layer to splice
this device with block A’s Blockchain software technology. The primary devices features
that act in this layer are; i) interoperability, ii) processing, iii) energy, iv) size, v) position, vi)
storage capacity, and vii) Security. Moreover, it can evaluate the hardware device quality
involved in an IoT ecosystem according to these features. For this reason, they are the
ones we take into account to develop the new BloTS capabilities.

The block B, we can see the module that ought added to the sensor. Each module res-
ponds to the need created by the Blockchain system. The modules are related by color;
thus, the blue module of the P2P Network is designed to make possible the P2P Net-
work in which the sensor acts as Miner. The green module of the Proof of Work (PoW)
algorithm makes transaction validation possible and guarantees the block’s information’s
immutability. The yellow module subject to the Mining process is designed to calculate
hashes in the communication’s cryptographic function. Finally, the orange module is de-
signed to store the records for each validation through the Merkle tree.

As we can see, the junction of these blocks, the 0T as an oriented communication system,
and the Blockchain as a security system, together represent a communication system with
a high-security level.
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Thanks to the previous construction of the Blockchain network described in the previous
section, we know the hardware, security, and interoperability requirements needed to con-
nect an loT device and the Blockchain network directly. Fig. 5-6 summarizes the elements
adapted through the digital design of the two parts of the architecture (Blockchain and
loT) in the new BloTS. The agri-food traceability application field, where this solution is
thought, means the traceability of both product and information.

Fig. 5-7 shows with path one the conventional data flow in an loT ecosystem. This path
clearly defines some hardware elements deployed and interconnected in the physical
sensing layer of the loT architecture. This data is managed in a hub or breaker device at
the transport layer of the architecture. In general, these devices expand the system’s ca-
pacity and link the sensing layer devices with technologies hosted in the application layer.
The application layer receives the data and manages access to it, either for processing
or storage. As can be seen, the security vulnerability of the system lies in the boundaries
of each layer of the architecture. For this reason, route 2, defined as BloTS-Paths, aims
to eliminate intermediaries (hubs or breakers) for the integral transport of data from the
perception layer to the application layer, thus eliminating the boundaries between each la-
yer of the architecture. This path is ensured by the architectural adaptation of loT devices
with Blockchain technology hosted at the application layer.

The architectural adaptation of the loT device with a Blockchain system contains several
challenges in the hardware construction. The two algorithms that will make possible the
participation of the IoT device as an active agent (Miner) within the Blockchain network
are described below.

Security
Issues Path 1

\ HUB

‘

Security
Issues

Q@@
\
RGO SN O!
Figure 5-7.: Path 1: conventional data transmission in an loT system. Path 2: architecture
and transmission path proposed by (BloTS-Paths).
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5.2.1. BIloTS Cryptography Algorithm

A hash function can convert an input message with a specific length into an alphanumeric
array on the output called a digest. A hash function has the following characteristics [117].

= The reverse process of reconstructing the message from the hash is almost impos-
sible.

= A minor change in the input message completely changes the output.

= The algorithm can compress any extension of the input message for arranging the
output. It is impossible to find the same hash for two different input messages.

The SHA-256 algorithm has two modules; i) Message Block schedule and ii) Compression
function. Below is a brief description of the modules. In the message Schedule module, an
N-bit message gets added with bit 1 followed by zero bits until the following equation 5-1.

N + 1+ k=448 mod 512 (5-1)

It is satisfied, where k indicates the number of zero bits to be added. The value N is then
converted to its 64-bit binary representation and further added to the 448-bit intermediate
value to get the 512-bit message block. This formed block is further subdivided into six-
teen 32-bit word sub-blocks that input the compression function.

Compression function involves 8 registers a, b, c, d, e, f, g, h and 6 logical functions Ch,
Maj, >0, »1, 60, §1. There are another set of eight registers HO, H1, H2, H3, H4, H5,
and H6, H7, to store 32-bit hash values, which is updated Mtimes if there are M 512-bit
message blocks. These registers are initialized with 32-bit constant values obtained by
considering only the fractional part of the first eight prime numbers after taking the square
root. Logical functions comprise XOR, right rotation, and right shift operations. These
complex operations are performed on 32-bit words for 64 rounds.

Following functions are computed on each round, and the registers are updated:

1. Calculate Maj(a,b,c), Ch(e,f,g), X0 (a), >1(e), 60(a), i1(e).
2. Words are prepared for each round using the below equation: For first 16 rounds
W, = Message,', (5-2)

where n ranges from 0 to 15 and i indicates number of message blocks. For the
other rounds,

W, =00(Wh—a) + Wy 4+ 01(Wi—15) + Wa—16 (5-3)
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3. Six registers b,c,d,f,g,h are updated with the previous registers value i.e., a,b,c,e,f,g
respectively after each round of operation. While register a=T1 + T2 and register e
=d+ T1.

4. T1 and T2 have the following equations:
Ty = h+i(e) + Ch+W, + K, (5-4)
, K are a set of 64 constant words.

T2 =h+ Eg(a) + MCL] (5'5)

After 64 rounds of operation, registers H1 to H7 are updated for i ranging from 1 to
M as follows:

Hy=Hi14+a
Hi=H'1+0
H,=Hy?1 +c
Hi = Hi 31 +d
H,=H{"1+e
Hi=H:1+ f
Hi=Hi%1+g
Hi=H:I"1+h

Final 256-bit Hash value is obtained by concatenating 32-bit values H}' to HM.
Hashdigest = HY HM HY HY HY HM HY H.

The mathematical deployment of the SHA-256 algorithm above aids the compression of
the algorithm by software, and this, in turn, allows the algorithm to be deployed in hard-
ware. The pseudocode of the SHA-256 Algorithm 1 will enable us to see the successive
multiplication and addition operations in the encoding rounds of the W and M functions.
This pseudocode allows us to mathematically analyze the process flow to calculate the
nonce by the consensus algorithm.

5.2.2. Consensus Algorithm Analysis for BIoTS

The consensus algorithm establishes the mining agents’ computational effort to solve the
mathematical puzzle that validates transactions within a Blockchain network. Consensus
algorithms can be categorized into two groups; proof-based consensus and vote-based
consensus. In the first case, the node wishing to join the network must demonstrate hig-
her processing and storage capabilities than the rest of the network. In the second, each
node in the network is asked to propose or validate a transaction block that will be part
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Algorithm 1 SHA-256

1: for Compression Function do Message Schedule module (Eq.: 5-1)

10:
11:

2
3
4
5:
6:
7
8
9

Words are prepared for each round M,; (Eq.: 5-2)
for First 16 rounds W,, do (Eq.: 5-3)
Six registers b,c,d,f,g,h are updated with the previous registers
,K are a set of 64 constant words (Eq.: 5-4, 5-5)
After 64 rounds of operation H; to H-
if thenH: = H 7
Final 256-bit Hash value is obtained by concatenating 32-bit values
end if
Hash digest = H) to H}!
end for

12: end for

of the validation in the rest of the network. The final decision is made only after conside-
ring the majority’s results. Thus, some algorithms were analyzed theoretically and based
on [2, 3, 118] to select the BloTS algorithm, some voting-based consensus algorithms;
Proof of Vote (PoV), Ripple, Delegated Byzantine Fault Tolerance (DBFT), and Proof of
Trust (PoT). Furthermore, two proof-based; Implicit consensus and Proof of Work (PoW).

The most common consensus algorithms in Blockchain ( Proof of Stake (PoS), Delegated
Proof of Stake (DP0oS), and Practical Byzantine Fault Tolerance (PBFT)) limit the BloTS
ecosystem for the following reasons:

» PoS: It is based on the concept of the age of the coin, this age being known as its

value multiplied by the period after its creation. In other words, the longer a node
has a currency, the more privileges it will obtain in the network. For this reason,
the BloTS ecosystem for food traceability systems does not require concepts of this

type.

DPoS: It is based on the fact that each node in the network can select tokens accor-
ding to their participation. These selected tokens create new blocks one by one as
assigned and get a reward. Throughout the network, the n best witnesses who have
participated in the transaction’s validation and have obtained the highest number of
votes are entitled to the benefit. Blockchain using DPoS is more efficient and saves
more energy than PoW and PoS. However, in the Blockchain-loT ecosystem where
BloTS is deployed, it is not expected to have enough witness nodes to validate the
data BIoTS collects. A BloTS P2P network is expected to operate with consensual
data sharing.

= PBFT: Designed to solve transmission problems and improved to avoid exponential
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operations. Regarding BIoTS, it is not convenient to use it as it requires a master
server to execute the validation throughout all supply chain stages.

Most Blockchain networks are decentralized, with synchronous or asynchronous commu-
nication models, and are implemented in networks of nodes where mining agents are
processor-based; consensus algorithms’ behavior is subject to factors such as; Block-
chain type, transaction rate, scalability, adversary tolerance model, experimental setup,
latency, throughput, bandwidth, communication model, communication complexity, secu-
rity attacks, energy consumption, mining, consensus category, consensus finality. Here
we analyze some of these.

Table. 5-1 shows some characteristics of the consensus algorithms studied for implemen-
tation in the BloTS device. As can be seen, physical experimentation on hardware to
find the performance parameters do not yet exist. However, theoretically, it is possible to
establish the suitability of some of them according to the Blockchain network design.

Consensus Blockchain Minin Consensus Reference Experiment Communication Energy
Algorithm Type 9 Category Setup Model Consumption
Based on Real
PoW Permission-less computational Proof-based [119] . . Asynchronous 538 KWh
implementation
power
Implicit Permissioned Proo.f tl)ased Proof-based [120] Theoretically Asynchronous Unknow
Consensus mining evaluated
PoV Consortium Vote-based Vote-based  [121] Simulation, Unknow
mining Single machine
Ripple Permissioned Vote'-blased Vote-based [122] ISlmuIatlon‘, Asynchronous Unknow
mining Single machine
Non-roof of work Proposed solution
DBFT Permissioned p . Vote-based [123] is not validated Asynchronous Unknow
based mining .
through experiments
PoT Permission-based Probability and vote Vote-based [124] Simulation, Asynchronous Unknow

consortium based mining Single machine

Table 5-1.: Generic Features Analysis of Consensus Algorithms (based on [2, 3])

After this analysis, it is concluded that some voting-based consensus algorithms can be
highly relevant for BloTS performance in a Blockchain-loT ecosystem. However, we ex-
pect that BloTS based on PoW and Ethereum can certify processes within a supply chain.
The right way to condition the collection and validation of information for Blockchain is th-
rough smart contracts. On the other hand, although Blockchain is very popular, some
experimental developments of this type need support and tools that are not yet availa-
ble. In contrast, the Blockchain development community from Ethereum provides many
alternatives for support and development.
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5.2.3. BIloTS Consensus Algorithm (PoW)

Proof of Work consensus algorithm is a mechanism that allows users or machines to
coordinate in a distributed network. This algorithm ensures that all agents in the system
can agree on a single truth source, even if some agents fail. In other words, a system with
PoW is tolerant of security failures.

The process of verifying the Block’s transactions to be added, organizing these transac-
tions in chronological order in the Block, and announcing the newly mined Block to the
entire network does not take much energy and time. The energy-consuming part solves
the “hard mathematical problem” to link the new block to the last block in the valid block-
chain. When a miner finally finds the right solution, the node broadcasts it to the whole
network simultaneously, receiving a cryptocurrency prize (the reward) provided by the
PoW protocol. Hereunder we show the algorithm compression [116].

The implementation of the PoW in hardware determines, among other things, the energy
consumption, the difficulty in validating the block (time invested in identifying the legiti-
macy of the block), and the active participation of the Blockchain network miners. To the
hardware block of the SHA-256 algorithm, it is necessary to adapt a function capable of
adding at each round of the cryptographic encoding a string of zeros (from 4 to 18 at
most, depending on the difficulty of the algorithm) that will act as an identifier of the block
and the transaction on the entire blockchain. The PoW Algorithm 2 is compressed and
identifies the place where it should be hosted within the SHA-256 algorithm. The PoW
is part of the consensus process and requires analysis to be included in the transaction
process within a Blockchain network.

Algorithm 2 Proof of Work
r < ab > Define variable to answer

1: for Loop from 1 to ndo var z = n;

2 for n major 1 z * yo + n do

3 var added = 0; (var i = 0; i minor Math.abs(a) ; i++) added += answer;
4: answer = added (n—;)

5 end for

6: end for=0

Fig. 5-8 describes the process carried out to add the PoW to the SHA-256 algorithm in
hardware. The four stages are:

1. Generate Random Nonce: once the clock for the hash and PoW is configured and
synchronized, a 32-bit register and bus are generated. The first thing is to introduce
a nonce every six cycles with a feedback delay of 12 cycles.
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Figure 5-8.: Proof of Work Implementation on Hardware

2. Build Block: since this is not straightforward, we use a register that to track the
hash through the bus. To follow the nonce, we pass the least significant 8 bits of the
32-bit register and then pair the remaining 24-bit.

3. Difficulty: in the second of two rounds of hashing of 64 bytes each, the header of
the 80-byte block is the encrypted data space. The first round gives us the average
state to insert the nonce at the beginning of the record of the second 64 bytes in the
correct position.

4. Broadcast Block: subsequently, the internal hash transformation is performed to
complete the register. It is still not the full SHA-256 because it involves multiple
rounds. Nevertheless, this process is iterative. Here the VHDL code in the DE10-
Nano is split into phases to discriminate the SHA-256 transformations and then
unified into one block intended to do the complete hash transmission.

When the PoW algorithm checks zeros’ existence in the hash encoded in base 64, the
average and the maximum number of hashes is known to calculate the order of difficulty
that increases exponentially by the expression 5-6. The Nonces included in hashes are
pseudo-random, and this feature extends the capacity of the PoW.

h(p) = o (5-6)
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Where, h(p) = The average number of hashes required to find a valid solution o = The
number of characters used in the encoding p = The arbitrary difficulty order.

h(p) = 647
h(3) = 64° = 262, 144

Thus, typically 262,144 hashes or less are required to mine each block while testing
this algorithm. However, the difficulty is arbitrarily adjusted by modifying the p variable.
Changing p changes h exponentially and could be used to maintain a consistent network
block generation rate despite exponentially increasing computational power.

5.2.4. BIloTS Prototype

This section answers the specific objective three [To design an loT sensor that con-
tains the proposed storage and processing units.].

The BIoTS device comprises a platform of peripheral analog electronics connected to the
digital module designed in a reconfigurable FPGA. The digital module contains several
sections; cryptographic and consensus algorithms (SHA-256 and PoW) and SD stora-
ge hardware structure. The BIoTS hardware structure contains two modules (Yellow and
green) and one software Blue module (Build of Blockchain on Python). Fig. 5-9 shows
on the right the modules designed on the DEO-Nano FPGA; these hardware modules are
the ones that make possible the parity and interoperability of BloTS with a blockchain
network. This module contains, among others, the SHA-256 Algorithm, PoW Algorithm,
I2C module, and SD-CARD module. These modules will be briefly described below. The
next green module shows the peripherals in analog electronics for BloTS can interact with
the media, store information collected, and become a Blockchain network node. The Blue
area contains the software development module for the Blockchain network in Python, as
described in the previous chapter.

Fig. 5-10 show the chip planner of DEO-Nano FPGA with the hardware development area
implemented, barely sufficient resources for implementation [125]. In Table. 5-2, we des-
cribe the resources available and used by the three modules.
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Figure 5-9.: Structure of Architectural Development

FPGA Total Logic Elements \ Percentage Available
DEO-Nano 22,320 | 100%
Block Total Logic Elements Percentage Used
SHA-256 and PoW 10,347 46 %
12C-Master 168 <1%
12C-Slave 114 <1%
SD-CARD 289 1%
Total Area Used 10,556 47 %

Table 5-2.: Logic Elements Used on DEO-Nano FPGA

Figure 5-10.: Chip Planner of DEO-Nano FPGA
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Fig. 5-11 shows the block diagram that summarizes the deployment of the BIoTS archi-
tecture in VHDL. As we can see, three blocks; 12C, SHA-256 (That contains the PoW
algorithm), and the SD-CARD architecture. BloTS need these three blocks to process
two complex algorithms and store a distributed database. Here, we show the relationship
between modules and how the functions and records interact. VHDL code representation
for the construction of the BloTS hardware from the highest level is represented in the
three blocks (see Fig. 5-11); each of these blocks contains the configuration of the logical
elements that make possible the assigned tasks.

i2C_LEDS:12C

LED_0[7.0]

SCL scL
k[ CLK SDA SDA
RST SEV_SEG_HUNDREDS[6..0]
RST[ > : » HUNDREDI6..0]
SEV SEG_ONES[6..0] > ONES6.0]
SEV_SEG_TENSI6..0] D
TENS[6..0]
fpgaminer_top:sha-256
RxD[7..0] D
X .. X
[ > Tx
osc_clk led_out D led
SDCARD:inst
clk
din[7..0] cs D cs
. dm_in dout[7..0]
dm_in = I > dout[7..0]
miso % miso mosi [ > mosi
rd D rd sclk D sclk
reset
reset[ >
wr[ > wr

Figure 5-11.: Diagram Block of BIoTS

Fig. B-4 show the hardware schematic diagram of the SHA-256 algorithm. This design
contains the PoW algorithm development, which is necessary to calculate the Nonce and
make possible participation in the consensus process.

Fig. B-1 shows the 12C master component for single master buses, written in VHDL for
use in FPGAs, has component reads from and writes to user logic over a parallel interfa-
ce. It was designed using Quartus Il, version 18.0. Resource requirements depend on the
implementation. A design incorporating this 12C master to create an SPI to 12C Bridge is
available.

Fig. B-3 describes the SD interfaceable graphically with FPGA is implemented from VHDL
code. Here, we implement in the standard size, but electrically all sizes work the same
way. Let’s focus on SD card standard size since that is conveniently popular nowadays.
To this proposal, we install an SD card of 32 GB.
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5.3. Results

This section answers the specific objective one [To verify the transparency of data
transmitted from the designed IoT sensor to a Blockchain network without deplo-
ying intermediaries].

The BloTS performance is evaluated according to the configuration shows in Fig. 5-12. As
we can see, the private Blockchain network in which the sensor tested consists of three
nodes, two computers, and the BIoTS. The computers can propose simple transactions
such as submitting a humidity and temperature value, only for the BloTS to validate them
as miners in the network. However, the importance lies in the transaction proposed by
the BIoTS. The computers will validate this by comparing the humidity and temperature
values indicated by an internet application. Suppose the humidity and temperature value
is in the right proximity range. In that case, the transaction is validated, and the functions
of BloTS as a miner in a Blockchain network are satisfied.

Some values related to data transmission from BloTS to the Blockchain designed for the
use case are shown in Table. 5-3. Each time cycle has an estimated amount of transac-
tions per second (tps) that the device and the network can support. In this case, the data
size sent humidity and temperature information grows in the stored data in the network’s
distributed database. Finally, there is a latency associated with each information transmit-
ted and validation process for each transaction.
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Figure 5-12.: Evaluation Scenario

Fig. 5-13 shows how the BIoTS device and Blockchain network interact to certify proces-
ses that depend on the information collected by BIoTS in the Supply Chain stages. Once
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the Smart contract is programmed with the requirements to certify a process, in this ca-
se, humidity and temperature, the BloTS devices act as miners to propose a transaction
and validate it within the blockchain network. In this way, the collected data will enjoy the
security privileges of a Blockchain system.
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Figure 5-13.: BIoTS System Operation
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These data Table. 5-3 show the technical behavior of BloTS in eight successive transac-
tions. BloTS proposed eight times a block in the network, with humidity and temperature
data validated by the nodes of the network described in Fig. 5-12. As we can see, as the
size of the data sent increases, the latency in the transmission process increases. This
behavior is attributed to the consensus algorithm’s performance in this type’s network.

These measurements only represent the behavior of a small test Blockchain-loT network.
However, in a public Blockchain network of n number of nodes, it is expected that the
performance of BIoTS will maintain the behavior as a mining agent.
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Step-Time Transaction Rate Data Send Latency
(Seconds) (tps) (bytes) (Seconds)
0,16 0,43 14 0,03
0,31 0,54 30 0,05
0,46 0,69 46 0,06
0,52 0,68 62 0,07
0,71 0,87 78 0,09
0,80 0,93 94 0,13
0,90 0,99 110 0,10

Table 5-3.: Evaluated Parameters

The graph in Fig. 5-14 shows the performance of BloTS in transmitting a data packet
concerning the time it takes to propose a transaction on the Blockchain network. We ob-
serve that the time overhead in BloTS transactions is one second; this is when it takes
for the algorithm to encode and decode the accumulated data from seven humidity and
temperature readings. The behavior of the transaction rate is linear, while the difficulty of
the consensus algorithm grows exponentially. Directly, the size of the data packet sent in
each transaction increases. This linear behavior may change to saturation lapses when
BIoTS is subjected to the work of a Blockchain network where multiple BlIoTS nodes par-
ticipate. But at the same time, the network will work at the execution rate of the algorithms
on FPGA. The transactions per second will surely increase, and the difference in network
performance compared to a processor-based network can be determined.
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Figure 5-14.: Transaction Rate and Data Size Sent by BIoTS

The BloTS power source is a three-cell LI-PO type battery at 11.2 Volts, 20-30c discharge,
and 5000mA/h. BloTS analog and digital electronics’ energy consumption is calculated
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based on the evaluation scenario’s functional performance. The elements that consume
the most energy are; the peripheral elements: the Wi-Fi module. The BloTS analog mo-
dule consumes 220 mA/h transmitting data at a step-time interval of Table. 5-3.

The BIoTS digital modules developed on an FPGA such as the SHA-256 cryptography
algorithm, PoW consensus algorithm, and the SD memory block with features of reading
and write speed of the SD memory (Sequential Read = 90 MB/s and Sequential Write =
40MB/s), were calculated so; a resistor (200 Ohms) in series (shunt) of low capacity is
placed on the power supply line (active load). The voltage on this resistor is measured,
and this measured value is divided by the value of the resistor. Thus, the total value of
the current drained by the FPGA development board will be obtained. This measurement
is 157mA. Then, a shunt with a resistor is placed to interrupt the power line to the FPGA
core, and thus we got the drain/consumption measurement ranging from 83mA to 157mA.

Under these conditions, the battery life is 45 minutes. Under these conditions, it is pos-
sible to calculate the duration time of the battery subjected to the previously measured
consumption. The values that allow calculating the time are; battery charge capacity and
current consumed by the device. These values are represented in equation 5-7. However,
although we would expect to have a duration of 13.2 hours as shown in the calculation,
factors such as the age and conservation state of the battery determine the accuracy of
the calculation. However, as transactions occur, the complexity algorithm kicks in and de-
mands more processing power from the FPGA. Thus, the power consumption is dynamic,
and the FPGA performance is proportional to the Blockchain network’s activity.

Drain current ~5000mAh
Consumption current  377TmA

= 13,2 horas (5-7)

The data shown in remix.ethereum.org Fig. 5-15 is the response to the programming of
a Smart Contract in Solidity language; it is designed to read the humidity and tempera-
ture data of BIoTS every so often. These data are sent from BIoTS generating a new
transaction, or if it is the case, another device proposes the transaction, and BIoTS can
corroborate this information. The data shown in Figure 9 shows the behavior of BloTS
acting as a Miner within the Blockchain-loT network.

For the evaluation scenario, the transmitted humidity and temperature data from BloTS
are correctly encrypted and recorded in the blockchain network. Since the computational
overhead increases as transactions (Measurements) and blocks grow, it is only possible
to know the energy performance of BloTS when hundreds or thousands of reads are
accumulated. However, future work is expected to implement a BloTS network and deter-
mine its performance as a Blockchain-loT ecosystem.
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Ethereum gas is a unit that measures the computational
effort required to execute certain operations. Miners are
paid an amount in Ether, which is the equivalent of the total
amount of gas they had to use to execute a complete
operation.

As we can see, BIoTS can generate encoded and
decoded input and output data to operate as a
Miner within a Blockchain network.

Figure 5-15.: Transaction made by BIoTS on Blockchain Ethereum

The transactions proposed and validated by BIoTS are considered honest because the
ledger’s data is passed directly from the sensor to the BloTS system and translated to
the Blockchain system. This seemingly little fact is the reason why BloTS can withstand
security attacks at all layers of the loT architecture. The weighting criteria in the level of
resistance and probability of security attacks are done from the analytical, theoretical, and
conceptual perspectives, as shown in some related works. [16,116, 126]

Table. 5-4 summarizes some of the 10T security issues that BloTS has the potential to
solve. As we can see, with this device, the resistance to specific security attacks is high
and some moderate, considering the raids in a Blockchain-loT network.

To identify the security flaws where BloTS is a potential solution, we study a causality and
effect correlation between the nature of the security attack in an loT ecosystem and the
Blockchain Hardware’s architectural features implemented in BIoTS [16, 116, 126]. The
scale is weighted according to the architecture’s characteristics. For example;

m "Sensor Tampering”: the attack on BIoTS is unlikely because the sensor data is
hosted in the SHA-256 and PoW hardware algorithms; after this process, the infor-
mation is encrypted.

= "Sensor Feed Modification”: this attack is possible with BloTS; however, the resis-
tance is high because the BIoTS firmware is almost null, almost all elements are
hardware.



5.4 Conclusions 59

m "Sybil Attack”: this attack is unlikely in a network where BloTS acts because it has
the same Blockchain network’s resilience. However, it all depends on the network
configuration (complexity level of PoW, etc.).

= "DoS, Protocol tunneling, and man-in-the-middle”: these attacks are unlikely due to
the Blockchain network’s nature. The communication channel by cryptography and
the algorithms carried in hardware is immune to external intervention.

= "Jamming and Collisions”: these attacks are possible in a BloTS network. The resis-
tance to the attack is moderate because it can identify the hash’s inputs and outputs
to reproduce copies.

Attack Description Attack likelihood Resistance to Attack

Manipulate sensors

T: i " ) likel High
Sensor Tampering to acquire data readings Unlikely 9
Sensor Feed Modification MOdIfY the sensor.fee.d and firmware Possible High
during communications process
. Creates multiple identities and . .
Sybil Attack manipulates the device’s reputation. Unlikely High
Shut down a machine or network and
DoS,

The attacker sets up rogue hardware Unlikely high

Protocol tunneling;man-in-the-middie pretending to be a trusted network as Wi-Fi

Jamming, Is an attempt to find two input strings of a

L . Possibl M
Collisions hash function that produce the same hash result ossible oderate

Table 5-4.: Security Behavior

5.4. Conclusions

The BloTS design contains modules in analog and digital electronics. All modules interact
and perform specific functions that seek to provide the device with remarkable security
capabilities to act in a Blockchain-loT ecosystem. Analog electronics modules perform
functions such as communication, power charging, the physical part of memory storage,
voltage and current regulators, indicators, buttons, and interaction connectors. The design
and development of the digital modules are the most important for this work; the crypto-
graphic algorithm module represented a challenge concerning creating the consensus
algorithm that internally contains the algorithm (PoW). These two modules are critical to
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the performance of BloTS as a mining agent within a Blockchain network.

Although the hardware performance of the algorithms included in the BloTS architecture
is satisfactory and meets the objective, future work could be to optimize the algorithms
once they deploy functions in the Blockchain-loT ecosystem. This aspect has a lot to do
with the deployment of the Blockchain network software, so the configuration and pro-
gramming of the network, so far, has essential features that can be extended.

BIoTS can solve most security issues in 0T systems described in Fig. 4-2, where it is
common to manage information with little security measures. Blockchain allows massive
access to the information and guarantees validation and data incorruptibility. The food
traceability systems can guarantee certain food products’ safety from the data traceability
of a specific process within a Supply Chain. The information contained in the Blockchain
can certify products and processes, thus expanding loT’s capabilities in data security and
food safety for the consumer.

BlIoTS was successfully designed according to the safety requirements of the Blockchain
architectures and a conventional loT device. With the adaptation of these features, it was
possible to make a sensor act as a mining agent within a blockchain network, allowing
many security problems in the transmission of information affecting loT ecosystems to be
solved.

BIoTS required the design of a Blockchain environment to deploy its operation; this envi-
ronment was designed according to the Blockchain architecture’s general specifications
but with connectivity adaptations in the deployment of the decentralized network. The
information collected and transmitted to a blockchain block guaranteed transparency th-
roughout path 1 of this proposal thesis, an almost null possibility of being degraded or
visible by an external agent to the network. This behavior of BloTS shows that Blockchain
as a safety guarantor agent in loT systems is a safety-enhancing complement for food
and process products within loT-based food traceability systems.



6. Conclusions and Future Work

6.1. Conclusions

This work propouse a solution to the security problems in the collection, storage, and
transmission of information in an loT ecosystem. The Bibliometric analysis made it possi-
ble to establish that the proposed solutions to security problems do not address hardware
development and mainly focus on information management through software and gene-
rally at the transport and application layer. Thus, it was taken as a challenge to design
BIoTS to integrate two Blockchain-loT technologies to intervene in the IoT architecture’s
three layers, including the perception layer.

loT ecosystems are designed as sensitive information systems, making them prone to
severe and wide-ranging security issues, especially data integrity. For this reason, an
integral security alternative was sought through the adaptation of technology such as
Blockchain to the hardware of the devices immersed in an loT ecosystem. Until today, loT
systems are conceived from their design as lightweight, ubiquitous, and security fragile
information systems. For this reason, this work (BloTS) significantly impacts the problem
of security management in an IoT ecosystem and provides the missing complement to
make loT a secure ecosystem.

For the BloTS development, it was necessary to map the most frequent, current, and dan-
gerous security issues in loT ecosystems. This map enjoys a necessary scientific rigor
since it was built from the loT architecture perspective, from the application field pers-
pective, and the user’s needs perspective. This map allowed us to outline the attacks
and proposed solutions at each layer of the loT architecture. In this way, we identify the
system’s vulnerability, the origin of the security attacks, and the application of external
technologies, techniques, or devices.

This work proposed, designed, and implemented in hardware and software the Block-
chain technology as a central information and communication management system in an
loT ecosystem. The Blockchain and |oT architectures integration extend devices’ capabi-
lity in transparent and secure information processing, storage, and dissemination, thanks
to the decentralization, transparency, and data immutability characteristics of a BLOCK-
CHAIN. BIloTS integrates the features of a conventional 0T sensor and a Blockchain
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network deployed in hardware. Besides, it guarantees transparency and integrity in the
information provided to the user.

The context that served as motivation for this research is food safety based on supply
chains’ traceability through loT systems. It is a sensitive field given the importance of in-
formation management and data communication concerning the safety and quality of food
supplied to humans. This application field is just one in which BIoTS can act. However,
BIoTS offers a comprehensive solution to a real-world problem by proposing a horizon in
articulating information and communication technologies to secure loT systems. As it is
known, the application field perspective and the user are fundamental when the objective
is to solve security problems in a technological environment. For this reason, food safety
is an opportunity to project the deployment of the BloTS ecosystem.

The Blockchain and loT-device technologies articulation demanded studying, evaluating,
and designing the two technologies’ security architectural requirements. The most promi-
nent elements in Blockchain technology were the decentralization of the network, the pro-
cessing capacity to encode and decode data, and the participation by consensus for the
Blockchain network members. These three elements were identified as primary elements
in the construction of the BloTS hardware. These features are related to the execution
of algorithms that drive each action; the SHA-256 algorithm is responsible for generating
cryptographic functions to encrypt data stored and transmitted on the network. The Proof
of Work consensus algorithm is responsible for developing the transaction’s transparency
by identifying a code attached to the data encrypted by SHA-256. Finally, for this device
to act as a decentralized node of the network, a module was designed to install stora-
ge capacity (SD Memory) and thus complete the Blockchain architecture requirements.
A conventional IoT device’s security requirements are; interoperability, processing, po-
wer, size, position, storage capacity, and security. The elements on which we focused the
design were processing and storage capacity. Although the other elements were also in-
cluded in BloTS, we focus on this thesis’s contribution to these two modules.

The hardware design of the SHA-256 and Proof of Work algorithms was adapted to the
loT device with the specifications mentioned above and a Blockchain Smart Contract’s
software architecture. With these two algorithms deployed on the loT platform, we can
guarantee the performance of BloTS as an active agent (Miner) inside a Blockchain net-
work. This device can propose and validate any transaction within the network.

In the BloTS ecosystem, a transaction is understood as generating a humidity and tempe-
rature measurement to the Blockchain. This transaction is done from the programming of
a Smart Contract, which directs the decentralized Blockchain network’s operation. In this
way, the Blockchain network’s deployment defines the ecosystem in which BloTS will act
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as a guarantor of security and quality in the data collected from a process within a supply
chain. For this reason, we can say that this ecosystem can guarantee the data integrity
that will be useful to certify processes or products in a food production chain.

6.2. Future Works

This work can be naturally extended by focusing on evaluating the performance of BloTS
in a hazardous virtual environment for information management in an loT network. Furt-
hermore, one can focus this analysis on a network of n BIoTS nodes and evaluate the
proposed BloTS ecosystem’s stability. These scenarios can be implemented and evalua-
ted in different ways:

Deploy a Blockchain network containing n BloTS devices, one per stage in a food
traceability system, governed by a Smart Contract subject to consensus participa-
tion by vote with algorithms other than PoW. With this test, the behavior of BIoTS
versus participation in the Blockchain-loT network will be determined.

Generate a virtual environment of security attacks on the BloTS network and focus
the evaluation on attacks related to the transport and deployment of information.
The work would focus on a specific security attack, and the solution would focus on
the optimization of BloTS in its architectural and operational elements.

With the additional architectural elements of BloTS, design a P2P network, intelli-
gent, autonomous, and self-managed in security and information control. This ap-
proach will be worked at the application and network administrator management
level. Additional elements will be built at the software level.

With the help of software robots programmed to generate security attacks on a
Blockchain network, study in-depth the optimization of consensus and cryptographic
algorithms brought to hardware to measure their competence in scalable application
scenarios (Precision Farming and international market scenarios).

Implement on the BloTS ecosystem the feature of parallelizing the data traceabi-
lity process associated with the crypto-economy process. Generate natural envi-
ronments in open access virtual platforms to generate economic transactions from
certified productive processes.



A. Appendix: ATTACHED SCIENTIFIC
ARTICLES

m The first approach to traceability platform based on the loT concept. The assess-
ment of sensors and actuators into Traceability Systems, one research paper titled
“An loT-Based Traceability System for Greenhouse Seedling Crop” Volume 6, Spe-
cial Issue 2018, and indexed in the JCR Q1. We present the original paper attached.

m Bibliometric Analysis made for searching gaps and research opportunities in food
safety from the information and communications technologies. This work is presen-
ted in an original and extended paper titled: “Visualizing a global panorama of the
food traceability systems through science mapping: Gaps and research opportuni-
ties.” This paper is now evaluating in a scientific journal for possible publishing. We

present the original paper attached. SUR Q2

» The core of this master thesis shows a general description of Blockchain-loT Sensor
for Traceability Systems (BlIoTS) in a scientific paper titled: “Blockchain-loT Sensor
(BloTS): A solution to loT-Ecosystems Security Issues.” The article was accepted in
the journal Sensors, indexed in the JCR Q1. It will be published in the next few days.

We present the original paper attached.



B. Appendix: BIoTS’ Internal Hardware
Blocks
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C. Appendix: BloTS Schematic
Diagram

Fig. C-1 shows the electronic circuit design and the PCB of the BIoTS prototype device
are done in the KiCAD software. This design includes all the modules referenced in the
analog electronics stage and the FPGA module.
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Figure C-1.: BloTS Schematic Diagram




D. Appendix: Physical Design of BloTS
on PCB

Fig. D-1 shows the electronic devices included in the PCB are surface mounted, and the
board is designed as a double layer. This design is the prototype version of BIoTS, as it
is expected to include the FPGA integrated circuit to omit the DEO-Nano board.
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Figure D-1.: Physical Design of BloTS on PCB



E. Appendix: BloTS Prototype

Fig. E-1 shows the physical design in its prototype version once it is moved to integrated
circuit hardware in a professional Beta version. This BIoTS prototype is the result of the
invention described throughout this thesis.

Figure E-1.: BloTS Prototype
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